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BIPTYAJIBHA JIABOPATOPIA 1151 BUBUEHHS HABUAJIBHOI JJUCIHUAILITHU «BE3MEKA ITIPOT'PAM I
JAHUX»

MOXITBOCTI Cy9acHUX KOMIT IOTEPHHUX TEXHOJIOTIH CIHPUYMHIIIA MOXKIUBICTD IIEPEHECEHHS Y BipTyalbHE CEPEeIOBHIIC
Oarateox ¢(opMm 1 crmoco6iB HaBuaHHS. OXHUM 3 JIOTIYHHX €TalliB PO3BUTKY HOBHX (pOpM HAaBYaHHS € CTBOPEHHS
BIpTyalIbHHX JTa0OpaTopiif, AKi MicTATh y cobi mmdpoBi aHamorn iaboparopiii yHiBepcuTeTy, 3 yciMa HEOOXiTHUMH
IHCTpYMEHTaMH.

Oco0nuBO BaXkIMBa oIk BipTyallizalii y MUTaHHAX, NOB’s3aHUX 3 0E3MEKOI0 MporpaM Ta JaHuX. B IiboMy BHIaIKy
JIOCUTh 4acTO HEeOoOXiJHO MpaitoBaTH 3 omepaniiiHoio cuctemoro (OC) 3 mpaBamu ajaMiHiCTparopa Ta BTPYyYaTucs B
HaJIAIITYBaHHS BAaXKJIMBHX CIyxkO0. Ane B mpoleci HaBYaHHS NPHUPOAHIM YMHOM BHHHKAIOTH IOMWJIKH, SKI MOXYTb
NIPUBECTHU 10 NojaibInoi HekopekTHol pobotu OC. SIkmio 6 Taki eKCepruMeHTH IPOBOJUIINCH Ha peallbHUX KOMI 'I0Tepax,
TO TicJs KOKHOT JlabopaTtopHOi poOoTH MoTpiOHO Oyiio 6 nepeHananToByBaTH 3HaYHY YaCTHHY KOMII FOTEpiB B JabopaTopii.

Mertoro maHOi poOOTH € ONMUC BHKOPHUCTAHHA BipTyaJbHOI JTabopaTopii miJ yac BHBYCHHSA Marepiany Kypcy «besmeka
HpOrpaM Ta JaHUX.

Bimomo, mo muTaHHA O€3NMEeKH CHOTONHI € OJHWMH 3 HadakTyanpHImmX. KinmbkicTh iH(GOpMamii 3 pi3HHX Kepen 3
[bOTO IIPUBOLY IIPOCTO AaCTPOHOMiYHA. B paMkax OXHOro Kypcy HpPOCTO HEMOXJIMBO PO3IITHYTH YCi acHeKTH
iHpOpMaIifHIX TEXHONOTIH, SKi MOB’s3aHi 3 Oesmekoro. ToMy 3amaga Kypcy Oyae OOCATHYTa, SIKIIO Yy CTyACHTa
c(hOpMYETBCS CBOTO POIY «IOPOXKHS KapTay IS Opie€HTalil B Iiif oOmacTi. DopMyBaHHS TaKoi «IOPOKHBOT KAPTHY» JIOTIYHO
nouynHaTu 3 0a3oBoi Mojeni Oe3nekw, sika mepeadavyac TPH CKIAJIOBi: KOH(INEHHIHHICTb, HTICHICTH 1 JOCTyMHICTH. B
MOAaJIbIIOMY, 6a30BY MOZENb CJiJ] PO3IIUPIOBATH. HanpsMoK BU3HAYAETHCS PeANbHIUMU 3aJa4aMH, sIKi 3’ SABJISIOTHCS MEpes
(axiBueM. AJie 11e BXKe BiJOyBa€ThCsI HA TiIi JOOpE 3aCBOEHUX 0A30BHUX 3HAHb.

J1nst 3acBOEHHS MPAKTUYHUX HABUYOK, SIKI ITOB’s13aH1 3 IUIICHICTIO 1 JOCTYMHICTIO, B Kypci «be3neka nporpam i naHux»
nependavaeThCs UK JJaOOPaTOPHUX POOIT HACTYITHOTO 3MICTY.

1. Metoau po3ropTaHHs MepexeBoi iHPpacTpyKTypH (MeTox AyOIIOBaHHS JHUCKIB 3 BUKOPUCTAHHSIM YTHIIITH SYSprep;
METOJI BiIaJIeHOi YCTAaHOBKH 3 BUKOPHCTaHHSAM cepBepa BigpaneHoro BctraHoBieHHs OC (RIS)).

2. 3abe3neucHHs Oe3meku 30epiraHHs TaHWX (TEXHOJIOTiS CTBOPEHHsS TIHBOBUX KOIH MaHWX; apXiBallisl NaHWUX
(backup); cTBopenHs BimMOBOCTIiKIX TOMIB [uist 30epiranus qanux (RAID)).

3. JocnipkeHHsT MOXKIIMBOCTE# 1IeHTpy 3abe3nedeHns Oe3neku Windows Security Center (HajamtyBaHHSI BUKIIOYCHB
Juts BOyoBaHoro opanamayepa Windows 3a 10MoMOroro JIOKaIbHUX MOITHK).

4. CucreMu aHaji3y 3aXHMIIEHOCTI KOPHOPAaTHBHOI MepeXi (BUSIBICHHS ypa3JiUBOCTEH) Ha IMPUKIAIl TPOAYKTIB:
Microsoft Baseline Security Analyzer i XSpider.

5. 3aXHCT BiJI WIKiATHUBOTO IPOrpaMHoro 3abesmneueHns Ha npukaami Windows Defender.

Hacrynuuii nuki poOiT nepeciiaye 3aiady GopMyBaHHsI HABUYOK, OB sI3aHUX 13 320e3MeYSHHIM KOH(1IeHIII HHOCTI.

1. 3nam mm¢piB 32 JONOMOIOX YaCTOTHOTO aHaiidy TeKCTiB. CTYAEHTY IMpPOIOHYEThCS YOTUPU HIM(GPOBAaHI TEKCTH
(KOoXKeH HACTyNMHHH MU(POTEKCT € CKIAIHILIMM JUIS 3j1aMy, HDX nonepenHii). Mera aaHoi poOOTH NPOAEMOHCTPYBATH
TOJIOBHOTO «BOPOTa» KpUOTOTPadiB i TOIOBHOTO «IPyTa» KPUITOAHATITHKIB — CTATHCTHKY MOSBH B TEKCTI JiTep Ta iX
IOCJIIIOBHOCTEMN.

2. CuMeTpu4yHa KpUITOCHUCTEMa Ha mpukiani cranmapty DES. Xodwa meit cranmapt Bxke 3amineHuit Ha AES, cam
AITOPUTM MIKM(PYBaHHS 3aJMIIAETHCS BOKIMBAM TOMY, IO BiH 0asyeThest Ha Mepexi Deiictens. Lis Mepexa 3anuIacTbes
OITHHIM 3 JI€BUX MEXaHi3MiB JJIs po3p0oOKH HOBUX MIH(DPIB.

3. AcuMmeTpudHa KPUIITOCUCTEMA Ha IPUKIa i anroputMy RSA.

4. Kpunrocucrema PGP. B nanili po0GOTi BHUKOPHUCTOBYIOTHCS aCHMETPHUYHA Ta CUMETPUYHA KPUINTOCUCTEMH JJIst
CTBOPEHHS PEalIbHOTO 3aXHUIIEHOTO KaHaly MiXK JIBOMa MOIITOBUMH CKPHHBKAMHU.

Takum uuHOM, Yy BIpTyaJbHUX J1aboparopisx 3a0e3rnedyeThes MATPUMKA HaAyKOBO-TIPAKTHYHHUX JOCHI/PKEHb CTY/ICHTIB 1
KOHTPOJIb Ha BCIX €Tarax HaB4aJbHOTO MPOIeCy.



