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AJITOPUTM OBPOBKU 30BPA’KEHD BIJEOKAMEPH OV2640 J1JI51
JETEKTYBAHHS PYXY

Ha croroaninmHii AeHb BeIUKa KUTBKICTH TOCTIHKEHD MIPUCBIYCHA KOMII'IOTEPHOMY 30pY, SKAH OCTaHHIM
4acoM OTpHUMYE Bce Oible 3acTocyBaHHA. Peamizauiss QyHKIIT A€TEKTyBaHHS pyXy HPH BiJI€OCHOCTEPEKEHHI
3IIMCHIOETBCSI amapaTHUM 4YM NPOTPaMHUM CIOCOOOM. AmapaTHWi croci0 Mae Ha yBa3l 3acTOCYBaHHS
CHeLiaJbHOTO JaTyuKa, Haiuacrimie iHppadyepBoHOro, BOyJOBaHOrO B Kopmyc Bimeokamepu. Ilpu mpomy pyx
BUSIBIISIETHCSL 32 PaXyHOK MEPETHHY 00’ €KTOM, II0 HEPEMIIIY€EThCs, CETMEHTIB, 1[0 CTAHOBIISITH 30HY BHSIBJICHHS
Jaryrka. [Ipy bOMy MPaKTHYHO HEMOJKIJIMBO JOMOITHCS ITOBHOTO CHIBMaAiHHS 00JacTeidl KOHTPOJIIO JaT4nKa
pyXy 1 kKamepH, IIO BeIbMH KPHUTHUYHO IIPU BCTaHOBIECHHI Kamepu Ha Bynuui. IIpu nporpamHomy BapiaHTi
BijeokaMepa BHABISE 3MiHY 300pakeHHS, 1O (opMyeThcst OesmocepenHho Ha ii MaTpumi. TakuMu
MOJKJIMBOCTSAMH BOJNIOAIOTE |P-kaMepu BimeoHarisiny. MeTo0 BHUSIBICHHS PyXy € PO3Ii3HABAHHS 3MiHH TO3HII|
MpeIMeTy Ha JTBOX MOCHITOBHHUX 300pakeHHSIX. SIK MeTop MOpIBHSHHS 300pakeHb HA MPAKTUII HalJacTile
BHUKOPHCTOBYETHCS HOPMaJli30BaHa KOPEJLALIs TBOX IOCIINOBHHUX 300paxkeHb. JJaHUI MeTol Mae psij mepesar, Lio
MOJBTAIOTh Y WOr0 Ml 9yTIMBOCTI IO 3MIHH SICKPABOCTI 300pa)KEHHS, MOXIIMBOCTI IBHIKOTO OOYHCIICHHS Ta
TPOCTOTI peaizaii. 11 OpiBHAHHS BOX 300pa)KeHb 3MIHCHIOEThCS IXHE PO3OUTTS Ha OJOKH, MUK BiIIOBITHAMH
napamu SKUX 0OUYHCITIOETHCS HopMastizoBaHa KopeJitisi Cn. SIKIo oTpuMane 3Ha4eHHs! HopMatizoBaHol kopessiiii Cy
MeHIIe Jieskoro nopory T, ToO BBa)Ka€eThesl, 0 OJIOKM MAalOTh Pi3HI TEKCTYpH i 300paKeHHS Y BIATOBIIHUX TOUKAaX
BinpisustoTees. Ha pucyHky 1 cBITIMMH TOYkaMu BUIUICHI OJIOKM — pe3yJbTaTy IMODIBHSHHS, /e 300pa)KeHHS
BiIPi3HAOTECS, T0OTO Chi<T, a TeMHI 00JIaCTi BiMOBIAI0Th YMOBI CX0XKOCTI 300pakeHHs y Ookax. [Ijis peasmizarmii
nmaHoro anroputMmy y Moayai ESP32-CAM i3 kameporo OV2640 Oyio 3anpornoHOBaHO BUKOPUCTOBYBATH CTHUCHECHE
300pakerns y dopmari PIXFORMAT GRAYSCALE JPEG. lleii dopmat siBisie 8-0iTHE 300paXKeHHs BiATIHKIB
CIporo Ta ineanbHO MiOXOIUTH IS NETEKTYBaHHSA PYXy NPH KOMITIOTEpHOMY 30pi. [ po3B’s3aHHS 3aBIaHHS
BUSIBJICHHA PYXy PEKOMEHIOBaHa ONTHUMAIIbHA [T 00pOOKH 300pakeHHsI pO3IiIbHA 30aTHICTH Kamepu 320x240. [Ipu
mpoMy Oydep 300pakeHHs Oyne HaMEHIINM Y TOPIBHSHHI 3 iHIMAMH (QopMaTaMy, IO JO3BOJUTH 3MEHIIUTH
HaBaHTa)KCHHS TiJ 9YaC MaTeMaTHYHUX PO3paxyHKiB. Buxomsau 3 0OpaHoi po3IiUIbHOT 31aTHOCTI 300pakeHHs, Oya
noOyI0BaHA MaTPHI JETEKTYBaHHS po3MipoMm 16x16 0OxokiB. [Ipu mpomMy po3mip KOKHOTO OJIOKY ckiaB 20x15
mikceniB. Peamizaiis anroputMy HOpPMalli30BaHOI KOpENsIii MOKa3ajga, IM0 Ui KOXXHOTrO OJIOKY MaTpHili
JICTeKTYBaHHs, MPU BIICYTHOCTI pyXy, cepenHe 3HaueHHs Cn konuBaetscs B miamazoni 0,97-0,99. Micisimu
MPUCYTHI [TOOIMHOKI 3HaueHHs B niana3oHi 0,75-0,9, o nosicHoeThes myMmoM 300paxenHst. [Ipu HasiBHOCTI pyXy
3HAYCHHST HOpMati3oBaHoi kopesiilii Cn Bapitoerbes B aiamazoni 0,1-0,5. Omke it KOPEKTHOTO JCTEKTYBaHHS
ciig obuparu nopir T < 0,7, a U1l BUKJITIOYSHHS] MOXIIMBOCTI XHOHOTO CIpAIfOBaHHS JOLIIBHO aKTHBYBATH
CHTHaJ TPUBOTH TUIBKH TPHU BUSIBICHHI pyXy Ha JABOX TNocmiib 3HiMKax. [lix wac mporpamHoi peasizauii
anroputMy Ha 0a3i ESP32-CAM wmatemaTwuHi omepariiii i3 YuciiaMd 3 IUIABalOY0I0 KOMOIO BHKOHYIOTHCS
MOBUTBHIIIE, HIK omepartii i3 niauMu yuciamu. CepeHiil yac iteparlii mopiBHIHHS ABOX KaJIpiB CKJIaB IPUOIU3HO
400mc, npu BuKopucTanHi Tuny nanux «double» ta 160mMc - npu BukopucTanHi tumy ganux «floaty.

Cp —— G,<T

Puc. 1. Pe3ynbTar nopiBHSIHHS OJIOKIB IBOX CYCIJTHIX KaJpiB

3 ypaxyBaHHSIM TOTO, IO iH(GOPMAIIiS TPO SICKPABICTh KOYKHOTO IMIKCENIO MOMAETHCS IIIOYHCETLHUMHI
3HauYeHHSAMHU (HiKCOBaHOTO po3mipy Big 0 mo 255, Oymo 3amporoOHOBAHO CIPOCTHTH AJITOPUTM JETEKTYBAaHHS
HOPMaJTi30BaHO1 KOPEJISMii MUISIXOM ITOPIBHAHHS CEpeIHBO] ICKPABOCTI IMIKCETIiB OKpeMHUX OJIOKiIB. 3aBASIKH IIbOMY
BIAJIOCS CYTTEBO IIJIBUIUTH OINEPATHBHICTh pIMICHHS 33/a4i BHSBIEHHA pyXy. I[IpakTHUHO 1oBeneHa
MOXJIMBICTb MpOBeJieHHsT 00poOku 10 90 KaapiB 3a cexyHay, o y 15 pa3iB mBuALIe HOPIBHSHO i3 THIOBUM
AITOPUTMOM HOpPMaJTi30BaHOT KOpEJIsLil MpH BUKOpUCTaHHI Ty nanux «floaty.
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BUKOPUCTAHHA ITYYHOI'O IHTEJIEKTY ITPU CTBOPEHHI
CKPUIITIB JJIA IT'OP

CTBOpeHHs iHAI-Irop - e CKJIAaIHWI Mpolec po3pOOKH BiJOIrop HEBEJMKOIO KOMaHIOI, abo OJIHIEI0
JIOUHOK, yacTo Oe3 ¢iHaHcoBOI minTpuMKu. OCHOBHHUMH €TamnaMH pPO3pOOKH € NPENpodaKilH, MPOAAKIIH
(BUPOOHHUITBO), MNOCT-NpOJaKinH. [locT-MpoJakuIH BKIIOYaE€ BH3HAYEHHS JKaHPY, LUIBOBOI aymurTopii,
IaT(hOPMH, CTBOPEHHS KOHIICTIT-TOKYMEHTA i TU3aifH-JOKYMEHT, CTBOPEHHS KOHIIENT-aPTiB, BUOIp CTIIIICTHKH.
IIponakm - peamizarisi MexaHiK, CTBOPEHHS MOJEJCH Ta CIIPaiTiB, cayHI-IW3aiiH, aHIMAaIlii, JeBeI-Iu3aiiH Ta
BIIPOBA/KCHHS KOpHUCTyBambkoro iHtepdeticy [1]. ¥V mocr-mpomakmu Bxomuth anbpa Ta OeTa TeCTyBaHHSA,
BIZIKPHTI TECTYBaHHS Ta BUITYCK.

MeTor0 € TPOBECTH aHATi3 MOXIMBOCTEH IITYYHOTO iHTENEKTY HpPH po3podmi iHAi-irop Ha MPHUKIA;L
JIOZIaBaHHsI CKPUIITY MUTOTIHHS CBITJIA JIO0 ICHYFOUOTO IrPOBOTO MPOEKTY.

Posrmstaemo BukopucTanss mrygroro inrenekry (ILI) ChatGPT [2] ans renepaitii mporpaMHOTo CKpUMTY
MHTOTIHHS CBITJIA.

Hanwuwm ckpunT ana Unity AnR MUTOTIHHA CBITAS, BUKOPUCTOBYA
CHHYCOIAY, MWTOTIHHA NOBMHHO NNAEBHO 38TyXaTH | 3aropatce, AnA
3MiHW ACKPAEOCTI BMKOPUCTAH IHTEHCUEHICTE CBITAR

Okel, 0Cb NPOCTWIA | NA3BHUA CKpUNT AnA Unity, AKWIA R HANWCAE CNELJanLHO ANR Takore edgexTy. Bid
BHKOPWCTOBYE CMHYCOTAY, WoB CBITAO MAKO "AMXaNno” — 3aropanoca i 3aTyXano, 3MiHIDIYM CEO
IHTEHCHEHICTE:

using UnityEngine;

public class SoftBlinker : MenoBehaviour
{
// TIGCUAEHHA H3 KOMNOHEHT Light

private Light blinkingLight;

[SerializeField] private float blinkSpeed = 6f;

zefield] private float intensityAmplitude = 1f;

zeField] private float baseIntensity = 1.5F;

void Start()
{

blinkinglight = GetComponent<Light>();
¥

void Update()
{
if (blinkinglLight != null}
{
float newIntensity = Mathf.Sin(Time.time * blinkSpeed) * intensityAmplitude + baseIntensii

blinkinglight.intensity = newIntensity;

H

K BUKOPHCTORYBATH:

« Creopw Point Light a6o iHwWwWIA TMN CBITAZ B CUeHi.
®  Tpuceoli UbOMY 06'EKTY LR CKPUAT.

® Y iHcnekTopi Moxelw niakpytutu blinkSpeed, intensityAmplitude i baselntensity — i Syae abo m'Akui

ambient, abo XOpPCTKE HEOHOBE MUTOTIHHA.

Puc. 1. [ianor 3 III ChatGPT

3anpornoHoBaHuil Koj 0ysio mpoTecToBaHo B pywiii Unity, B irpoBomy 3D-mpoexTi “The Abyssal Truth” [3],
1o Oyso npexacrasieno Ha GlobalGameJam-2025. Pe3ynbTaT BUKOHAHHS IOKa3aHO HA PUCYHKY 2.
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Puc. 2. PesynbraT qogaBaHHs CKPUNTY CBITIA, 3arponoHoBanoro 11

Sk BHIHO 3 pHUCYHKa 2 TOTaHUH CKPHUIT KOPEKTHO BimoOpaxkye cBiTIO. Takok MaHWA CKPUNT € 3pydHIM
U pelaryBaHHSA, a/pKe BCi 3MiHHI BHHECEHO OKpeMo. [IpomoHyeThcs YIOOCKOHAIHMTH 3ampornoHoBany LI
peaitizallito, CIIpOCTHUTH 3a PAXyHOK BHAAICHHS 3aiBUX 3MiHHUX. CKPHUIT HABOJUTHCS HIDKYE.
using UnityEngine;
public class example : MonoBehaviour
{ Light myLight;
void Start()

myLight = GetComponent<Light>();
}
void Update()

myLight.intensity = Mathf.Sin(Time.time*10)+1.5f;
¥

¥

3anpornoHoBaHa peaiizalisi JT03BOJIUTH 3pOOMTH MUTOTIHHS ISl BCiX O0’€KTIB CLIEHM OJIHAKOBHM, IO
MOBHICTIO Bi/INOBIZA€ MOCTaBIEHIN 3a1aui.

OTKe WITYYHUH IHTEJIEKT € Ay>Ke 3pYYHUM IHCTPYMEHTOM JIsl PO3POOHUKIB, BiH JJO3BOJISIE PUILIBUIIIUTH
PO3po0Ky, 3HM3KUTH BapTicTk. HasiBHicTb L1 B cydacHiii po3po0lii € 3pydyHUM IHCTPYMEHTOM JUIsi CTBOPEHHS irop.
IIporere, LI - me immre iHCTPYMEHT, BiH HE Ma€ BIMIYTTS TapMOHIi, aTMOc(epH Ta 3aralbHOr0 OadeHHs, IO €
HaJ[B)KJIIMBUM IIPH CTBOPEHHI irop. KpiM Toro as1st oTprMaHHS 3aJJ0BUIBHOTO PE3YNbTaTy 4acTo MOTPiOHA BEJIMKA
KIJIbKICTh BXIJHUX JNaHMX, mo LI He 3aBx1u MOXe KOPKTHO OmpainioByBaTH. Tomy, enemenTtr crBopeni LI we
3aBXX/JH BiANOBIIAIOTh O4iKYBaHHSIM, OyBalOTh HEONITUMAILHUMH Ta CKIATHUMH.

CnMcoKk BUKOPUCTAHUX [ZKepeJI:

1. bpecnaeenps B.C. Texnosorii po3poOku KoMIT t0TepHUX irop: foBigauk moxyns. / B.C. Bpecnaseis.
URL: https://repository.kpi.kharkov.ua/server/api/core/bitstreams/35b93624-72ac-405e-a5d1-
7e4d1618afb8/content (nara 3eepuenns: 07.05.2025)

2. ChatGPT. Moguens mryunoro inrenekty / OpenAl. URL: https://chat.openai.com/ (1ata 3BepHEHHS:
07.05.2025).

3. Abyssal Truth [Enextponumit pecype] // Global Game Jam. URL:
https://globalgamejam.org/games/2025/abyssal-truth-7 (zata 3Beprenns: 07.05.2025).
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PRACTICAL IMPLICATIONS OF SECURITY MEASURES AND DATA
SECURITY IN E-COMMERCE SOLUTIONS

Ongoing invasion in Ukraine created a lot of complications for exchange visits and to economies of many
countries, and at the same time, it created an opportunity to investigate the processes ongoing in the crisis period
from inside Ukraine.

E-commerce security is not just a technical concern but a business imperative that directly impacts customer
trust and business continuity.

Recent studies show that over 60% of consumers would stop doing business with a company after a security
breach [1]. This work covers practical approaches to implementing security measures in e-commerce
environments, from regulatory compliance to technical safeguards. Our goal is to provide actionable insights that
can be implemented regardless of your organization's size or technical maturity.

Market share dimensions make E-Commerce a very attractive investment for many stakeholders. It is
outstanding to realize that the same industry that exists in physical stores may develop into a separate market that
can operate even without a warehouse per se. The new age of Dropship deliveries made this possible.

Recurring users prefer to keep their payment method remembered, so they do not need to enter the credit
card data again, thus payment is even easier than ever. Products from international vendors are becoming more
accessible. E-commerce is a profitable market tool that opens a lot of opportunities.

There are even more options for how you can boost your customers’ activity on the web shop. The market
trends of 2022 bring more tools for Machine Learning and Artificial Intelligence and serve to ecommerce
applications [2]. However, most of these activities are possible only when you have identified your customers,
their preferences, you have their data and can map them to your sales plan strategy.

The global e-commerce market reached $5.9 trillion in 2024, creating an increasingly attractive target for
cybercriminals. As you see from the projection, by 2040 the 95% of purchases will be done via e-commerce and
it will bring additional annual growth, gradually adding 14.7% annual increase in sales [3].

But why we still see so many abandoned carts on the web-shops, not converting them into an order? It
brings us to an analysis of the loyalty programs and possible discount solutions to boost the sales, introduce the
Free Shipping program etc.

Constant increase in value for E-Commerce becomes attractive to cybercriminals.

Major breaches in 2023-2024 have shown sophisticated attack methods targeting payment systems,
customer databases, and supply chain vulnerabilities. The average cost of a data breach in the retail sector now
exceeds $3.2 million, with significant additional costs in lost customer trust and regulatory penalties [4]. E-
commerce platforms face unigue challenges due to their exposure to the public internet, complex integrations, and
the high value of the data they process:

* Global e-commerce market size and growth

» Recent major security incidents (2023-2024)

» Common attack vectors in e-commerce

+ Average cost of data breaches in the retail sector

Storage of your customer's data is not a heavy burden; this is a huge responsibility that goes on par with the
customers’ trust. Many reviewers in the network always explain that many of these threats are less probable than
others and thus create false security, which may break at any second. The better approach is to consider how to
build your solution and embed the procedures and approaches into it. A comprehensive e-commerce security
strategy must address multiple layers, starting with network security to protect the infrastructure and application
security to ensure software integrity.

Database security is critical for protecting customer information, while transaction security safeguards
payment processes from interception or manipulation.

Physical security protects hardware and infrastructure, but ultimately, human factors remain one of the most
significant vulnerabilities in any security program. Each component requires specific controls and continuous
monitoring to create defense-in-depth by means of:

« Network security

+ Application security

- Database security

« Transaction security

« Physical security measures

» Human factors
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Being in Europe you are aware of GDPR, which has set a global standard for data protection with significant
penalties of up to 4% of annual global turnover, while the CCPA gives California residents specific rights regarding
their personal information. E-commerce operations must implement mechanisms to handle different requirements
across regions, potentially requiring geo-specific data handling processes [5]. In the case of Enterprise with a
turnover of 10 billion EURO the penalty may be comparable to the budget for an average department. A privacy
impact assessment should be conducted to understand which regulations apply to your specific operations.

The financial and operational anxieties of maintaining data compliance in an ever-evolving global
landscape can keep even the most seasoned revenue and legal leaders up at night.

Balancing the costs of compliance with the risks of non-compliance demands not only a cation, but a
proactive approach to understanding and implementing robust data privacy measures. As you see, starting an
electronic business, it is essential to be aware of all the variations in regulation as well as data transformations
according to international regulations depending on the country you work for or send to.

Global e-commerce operations face a multi-dimensional security challenge where regulatory requirements
create a complex matrix of sometimes contradictory obligations—from GDPR's right to erasure conflicting with
financial record retention laws to the varying definitions of personal data across jurisdictions:

« Regional regulatory variations
Multi-jurisdiction compliance
Localization security challenges
« International payment security
CDN and edge security

« Data sovereignty requirements

« Cross-border incident response

Your international security architecture must incorporate regional infrastructure with data localization
capabilities, jurisdiction-specific encryption standards, localized payment security controls, and a globally
coordinated but locally executed incident response capability while maintaining consistent customer experience
and operational efficiency that enables rather than impedes your business expansion strategy:

« Data minimization principles

* Privacy by design approach

« Consent management

« Data subject rights handling

» Cross-border data transfer considerations

Diving deeper, we find, that Merchant levels determine validation requirements, with Level 1 merchants
(processing over 6 million transactions annually) facing the most rigorous assessment procedures. Common
compliance challenges include maintaining proper network segmentation, managing vendor access, and ensuring
security of legacy systems. Non-compliance can result in fines ranging from $5,000 to $100,000 per month,
increased transaction fees, and potential suspension of card processing privileges.

» Merchant levels and validation requirements

« Compliance maintenance challenges

« Common audit findings

« Cost implications of compliance

Regular security assessments should be conducted at least quarterly to identify new vulnerabilities as the
threat landscape evolves. Vulnerability scanning provides automated identification of common security issues,
while penetration testing involves human expertise to discover complex vulnerabilities through simulated attacks.

An Information Security Management System (ISMS) provides a systematic approach to managing
sensitive information through risk assessment, security design, and continuous improvement. The risk assessment
methodology identifies threats, vulnerabilities, and potential impacts to determine appropriate security controls.
The Statement of Applicability documents which controls from the 1SO 27001 Annex A will be implemented
based on risk assessment results.

References:
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USING DATA PREDICTION METHODS AND ALGORITHMS TO IMPROVE
THE INTERACTIVE PLATFORM USER EXPERIENCE

Humanity has become very busy in the era of high-speed Internet, real-time communication capabilities,
and the ability to solve problems of various formats instantly. As a result, people are very annoyed when they
waste time on something that does not bring the expected result. Many people do not want to use various online
services that could significantly simplify their lives because they are not sure that the service will be received
without problems and will not have to spend personal time on it. A clear example is the refund mechanism — users
do not always feel sufficiently protected because, in a critical situation, they will spend time and nerves
communicating with the opponent and platform administrators, which still does not guarantee to receive
compensation at the level they expected.

There are already solutions to improve the user experience in such cases — for example, a rating system that
allows users to rate each other, based on which other users can compare previous ratings and determine what suits
them better. However, this solution is not ideal because, for analysis, it is necessary to go to the user profiles every
time, process them, and make decisions, still feeling uncertain whether everything was correctly defined and
perceived during these actions.

In the modern world, data prediction algorithms, neural networks, and other technologies make it possible
to forecast the success or failure of various operations. This is very useful because people trust computers much
more than people. For good reason: a person, regardless of his characteristics, can make a mistake at any time, but
a computer cannot. It performs the calculations given to it in the same version as always. So, nothing new and
unpredictable almost never happens.

As mentioned earlier, today, there are various data forecasting methods. Some are designed for
dependencies between numerical values, others for classification, and some can analyze text and contain patterns.
Thus, there are many approaches and tools for implementing one prediction feature, so at this stage, there is a
solution and an answer to the question - which method is best suited for predicting the probability of successful
task completion?

For example, the linear regression method is most suitable for predicting a numerical outcome based on
numerical input data. Such a decision would have come to pass if the trading platforms were formed based solely
on the price and the purchase result. However, such an implementation is extremely low-versus, and today's
platforms implement many useful functions, such as chat functionality between service providers and clients,
rating system, activity history, and more. Therefore, it is advisable to use a different, more flexible approach for
such analyses.

This could be the nearest neighbor method. This approach is based on the assumption that similar situations
have similar results. That is, if a user behaves similarly to others who have completed a similar task, then with a
high probability, he will also complete the order. However, despite the simplicity of implementation, the nearest
neighbor method has significant drawbacks, particularly low scalability, and sensitivity to "noise" in the data.

Therefore, the decision tree algorithm is proposed. This is one of the most common algorithms for
classification and regression. A general tree is built to implement the model, where steps are formed depending on
the data based on a particular feature [1]. The leaves in these trees are the final predictions. For each new case, a
new branch is built along with the leaf, which makes the method quite flexible and able to work with new cases in
the future. Such a model is easy to test because it is enough to get an image of the tree to view the progress of the
prediction.

However, such trees are also prone to overfitting. The tree can become too deep and will adapt to the
training data even if a small change causes a large part to be reshaped. This can lead to erroneous answers later
on.

However, it is worth noting that this algorithm can be improved, so it was applied in the project under
development. In the ensemble method of the random forest, many decision trees are combined. This leads to a
more stable and accurate forecast since each tree is created based on randomly selected subsets of the data. The
final result can be obtained not only in the form of an answer of 0 or 1 but also in percentages because the final
result can be obtained by summing up or averaging the predictions of all trees [2].

The project uses a separate server developed using the high-level Python language to develop the key
feature, namely predicting the probability of successful task completion [3]. High-quality models for data
prediction can be implemented with this language's considerable features. The sklearn package is one of them; it
offers a variety of data prediction techniques, such as the random forest algorithm. The availability of strong tools
for working with HTTP protocols is another benefit of Python. Thanks to Flask and FastAPI libraries, you can
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easily create secure APIs that will provide convenient access to neural networks and other machine learning models
for third-party servers, such as those written for the demonstration platform, using Node.js and Next.js.

It is also worth mentioning the psycopg?2 library in Python, as it is one of the most popular libraries for
working with PostgreSQL. This is especially useful when collecting data for training the model, as you can get
real data directly from the workspace. Thus, errors related to data corruption are avoided in advance. For example,
a typo may occur when transferring data to a file manually. In addition, a direct connection to the database
simplifies communication between servers and the database, avoiding unnecessary use of the central backend
server for transferring data for training.

As mentioned, PostgreSQL was decided upon for data storage and high search efficiency. This database
management system supports complex data types, namely JSON, which allows you to store semi-structured data
with the ability to retrieve and index it quickly. In addition, most backend technologies have libraries for
integrating with PostgreSQL to protect against attacks with the introduction of SQL code, dramatically simplifying
development and reducing the need to focus on security aspects [4].

The PyCharm environment was used to create the part of the project developed using Python, as it provides
many tools that contribute to the effective writing, testing, and debugging of code. In particular, the following
capabilities were actively used during the development process: built-in tools for working with version control
systems, which made it possible to easily track changes and easily switch and develop different features in parallel
without the risk of stumbling upon untested developments, tools for debugging code, which helped to effectively
detect and eliminate logical errors, as well as tools for automatic code formatting, which helped to keep the code
in the same style throughout the development.

The application's client side, which uses the API to predict the task's success, is built using Next.js, as this
framework renders pages faster, thanks to the server-side rendering capability. This modern technology allows
HTML code to be generated before loading the page on the application's client side. Thanks to this, the application
is SEO-friendly. In addition, Next.js is built on React, which is known for its high performance due to the use of
a virtual DOM and an efficient update algorithm, making it particularly fast and effective for single-page
applications. Moreover, the framework is very convenient for integration with the server part written in Node.js
or Python. This ensures harmonious interaction between the client and server on both parts of the project.

As noted, the application part that provides interaction with the API server to predict the success of task
execution is implemented using the Node.js platform. This technology allows you to quickly create lightweight
and reliable servers for effective interaction with the client part of the application. It also has convenient libraries
for working with HTTP requests and data processing. Particularly useful for long-running Python server calls is
asynchrony, which allows you to perform many operations simultaneously without waiting for each one to
complete. Without this feature, the system would experience significant application latency.

Visual Studio Code (VS Code) was used to develop the Node.js and Next.js parts of the application, as it is
known for its ease of use when developing with JavaScript technologies. This development environment also
provides an intelligent editor with code analysis capabilities, automated error detection and correction tools, and a
wide selection of extensions to support various languages and technologies, which were also used in developing
the project.

For quick interaction with the database, the DBeaver program was used, as it is a convenient and fast tool
for working with PostgreSQL and other databases. This application also has a graphical interface for viewing
tables, filtering the selection, sorting it, executing SQL queries, and administering the database. Thanks to this and
the presence of script autocompletion, the process of developing and testing the data warehouse structure and
queries themselves is significantly accelerated.

The application is currently undergoing functional and non-functional testing, focusing on the model
results’ accuracy, stability, and interpretability. This will ensure the smooth operation of the application, increase
user satisfaction, and support its competitiveness in the market.
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PEAJII3AIISI ABTEHTU®IKAIIL TA ABTOPU3AIIIL Y BEB3ACTOCYHKY
I'OJIOCYBAHH4 3 BUKOPUCTAHHAM JWT I SPRING SECURITY

VY cydacHOMy 1H(POBOMY CEPEIOBHIII BaXKIUBICTh 3a0e3MCUcHHs Oe3MeKu Be0-3aCTOCYHKIB 3pOCTa€e
MPOTIOPLIHHO /IO KUTBKOCTI NEPCOHANBHUX 1 Iy TINBUX JaHUX, IO TIEPEIal0THCS Ta 30epiraloThCs B €ICKTPOHHOMY
BurisiAi. Oco0nMMBO aKTyadbHUM II€ € JJISI CUCTEM OHJIAH-TOJOCYBaHHS, SIKi MOTPeOYIOTh HAMIIHUX MEXaHi3MiB
aBTeHTH(IKaIlil Ta aBTOpH3alii KOPUCTYBadiB. A/Ke KIIFOYOBUMH BHUMOTaMH JI0 TaKHX CHCTEM € 3a0e3reueHHs
IUTICHOCTI TOJIOCYBaHHS, 3amo0iraHHS IIOBTOPHOMY TOJOCYBaHHIO, 3aXHCT Bil MiAPOOKH pe3yNbTaTiB i
3a0e3Ne4YeHHs JOCTYILY 10 CHCTEMH JIMIIE aBTOPU30BAaHUM KOPHCTYBa4aM 3TiIHO 3 iXHIMU posrsimu. [IpononyeTbes
peaizaiiis HajiliHoro Mexanismy Gesneku Ha ocuoBi JSON Web Token (JWT) y moennanui 3 ¢ppeiiMBOpKOM
Spring Security — craHzapTHUM IHCTPYMEHTOM IS TOOYIOBH Oe3MeTHUX Java-3acTOCYHKIB.

[onsTrss aBTeHTH(iKanii Ta aBTOpW3amii X04 1 TICHO NOB’S3aHi, NPOTE MAalOTh pI3HY CYTb.
ABTreHTH(DIKALIA — e MPOIEC MEePEeBIpKA OCOOMCTOCTI KOPHCTyBada, TOOTO TepeBipka HOTO OONIKOBHX NAaHHX
(Jyrorina # maposs abo 1HIIOTO CIOCO0y BXOMY), TOI K aBTOPH3aIlisl — I TPOLEC BU3HAYCHHS PIiBHS JOCTYILY,
TOOTO sIKi i Ma€e MPaBo BUKOHYBATH KOPUCTYBAY ITiCJIsl BXOY B cucteMy. [lJisi cCHCTeMH OHJIAHH-TOJIOCYBaHHSI I1i
MPOLIECH € KPUTHYHO BAKJIMBUMHU: BOHU F'APAHTYIOTh, 110 KOYKEH KOPUCTYBa4 MOXKE OTPUMATH JIUILE JOCTYII, SIKHIA
BIJTIOBiZIae Horo poumi, i He Outbine. Hampuknan, 3BHuaiiHMii KOPUCTYBA4 Ma€ MPABO JIMIIE TOJOCYBaTH abo
CTBOPIOBATH ONHTYBAHHS, TOII SIK MOJEPATOp — MEperIsiiaTh cKapru abo OJIO0KyBaTH HEKOPEKTHI ONUTYBaHHS, a
aJMIiHICTPATOP — MaTH MOBHUH TOCTYII A0 BCiX (QYHKIIH CHCTEMH.

OnHuM i3 CydacHUX MiIXO/iB 0 pearisarii Oe3neunoi aBreHTUdikaii € Bukopucranus JSON Web Token.
Lle#t ¢opMaT TOKEHIB 103BOJIAE 3AiHCHIOBaTH aBTEHTH(IKalil0 KOpuUCTyBaya Oe3 HeoOXimHOCTI 30epiraHHs
ceciiiHoro craHy Ha cepBepi. To0To, cucTema crae Oe3crtareBoro (Stateless), mo 3mayno moOKparrye il
MaciTaboBaHicTh Ta MpoaykTHBHICTs. CTpykTypa JWT (puc. 1) € mpocToro Ta CKIagacThCs 3 TPhOX YACTHH:
3aronoBka (header), xopucnoro HaBantaxkeHus (payload) Ta nmdposoro mimnmcy (Signature). ¥V 3aronoBky
Bu3Ha4yaeThes T tokeHa (JWT) ta anroputMm mignucy (wanpukinaa, HMAC abo RSA), y payload mictsteces
OCHOBHI [laHi KOpPHCTyBaya — YHIiKalbHHWI imeHTH(ikartop, im’s, e-mail, poms Tomro, a miamuc 3abe3meuye
IUTICHICTP 1 3aXHUCT TOKEeHa Bix Moaudikarii. Ha cepBepi miamnmc mepeBipseThes 3a TOTOMOTO0 CEKPETHOTO KITF0Ya
a6o my0iyHOTO cepTUdikaTa.

{
“alg" : "HS256" ,
“typ" : "JWT"
}
HEADER ~____ |
{
"sub” : "1234567890" ,
"name"” : "John Doe",
PAYLOAD > “iat" : "1516239022"
}

SIGNATURE
\/ HMAC SHA (
BASEG4URL (header)

JSON WEB TOKEN BASEG4URL (payload),
secret)

Puc. 1. Ctpykrypa JWT Tokena

V peanizalii npoekTy KIKOUYOBY pojib Bigirpae Spring Security — notyxHuii GppelMBOpK, 1110 3abe3medye
THYYKy Ta pO3MINpIOBaHY iH(QpacTpykTypy Oesneku B Java-3acTocyHKax. 3 HOro JIONOMOTOI0 peai3oBaHO
¢inprpanito HTTP-3anuriB, mepeBipky TOKeHIB, 0OMEXEHHS JOCTYIy IO MapHIPyTiB 3a pOJsIMH, OOpoOKy
NMOMMWIOK aBTeHTH(]iKkamii Ta iHmI exemeHTH Oe3neku. KoHdirypamisi cucremu Oe3nekw 31iHCHIOETBCS 3a
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JOMOMOror  koMmmoHeHty — SecurityFilterChain, me BcTaHOBMIOIOTBCS —MpaBWia, SKi  MaplipyTH €
3araJlbHOJIOCTYITHUMH, a sIKi BUMaramTh aBTeHTH(ikamii. Takoxk y koHQirypamii 3amaetbes (GUIBTP, IO
MepeXOIUTioe BCi 3amuTH, BUTATYe 3 HUX JWT, mepeipse #Horo nificHicTs, 1 B pa3i ycmiXy mepenae naHi
KOpHCTYyBaua 10 KoHTekcTy O6esmexu SecurityContextHolder. TlocmigoBHIiCTh BHKOHAHHS ayTeHTH]IKaIlil
300pakeHo Ha puc. 2.

Spring Security Protected

HTTP )
Request

generate/validate/parse token
intercept

JwtProvider

Restful
JwtAuthTokenFilter populate SecurityContextHolder

{extends API
create

OncePerRequestFilter)

SecurityContext

Username

Password
Auth
Token

AuthenticationManager

Authentication i

DaoAuthenticationProvider

throw
Authentication

Exception UserDetailsService
S implements
Authentication UserDetails dpi UserPrinciple
EntryPoint

Puc. 2. TTocnigoBHicTs Bamigamii JWT Tokena mpu mocTyri 10 pecypciB

JIist po3MeKyBaHHs JOCTYITY JI0 PECYPCIB CHCTEMH pPeati3oBaHo poiiboBy Moeis goctymy (RBAC — Role-
Based Access Control). ¥ cuctemi nepeabadeno kimpka poineii: "USER", "MODERATOR", "ADMIN", koxHa 3
SAKAX Ma€ TeBHUH HaOip mo3oseHux Ai. Hanpuxnax, ponas "USER" no3Bosise cTBOpIOBaTH ONUTYBaHHS Ta
ronocyBatu, "MODERATOR" — mepermsigatu Ta penaryBatu myOmigHi omutyBaHHd, a "ADMIN" — kepyBaTtn
BCIMa KOpUCTyBayaMH, IpaBaMH JOCTYIy, CTaTUCTHKOK Ttomio. Jlnsg peamizamii Takoro migxony
BHKOPHCTOBYEThCS aHoTaiisi @PreAuthorize, ska HakmamaeTbest Oe3mocepefHbO Ha METOAH CepBiciB abo
KOHTPOJIEPIB 1 BUKOHYE MEPEBIPKY MMpaB JAOCTYITy Ha PiBHI Oi3HEC-JIOTIKH.

Oco6uBoi yBaru nmotrpebye nuranus 30epiranns JWT Ha cTOpoHi Kiti€eHTa. Y OLIBIIOCT] BUMAAKIB TOKCHH
36epiratothes B localStorage a6o sessionStorage Gpaysepa. Lleit miaxim € mpocTUM y peanizaliii, ane morpedye
JIOMIATKOBHX 3aXOJiB 3aXHCTy. 30Kpema, i 3amobiranus atak Turmy Cross-Site Scripting (XSS) meo6ximHO
GbinpTpyBaTH BXiJHI AaHi, yHUKAaTH BUKOHAHHSA J0BipeHoro JavaScript-koay i BukopuctoByBaTh nosituky Content
Security Policy (CSP). Takox Bcs mepemada TOKEHiB 1 Oyab-sKMX KOHQINCHIIHHMX IaHMX MOBHHHA
3xilicHIoBaTHCs BUKIIOYHO depe3 HT TPS-3’ennanns, mo rapantye mupyBaHHS AaHUX 1 3aXHUCT Bl aTak THITY
Man-in-the-Middle (MITM).

Takox JWT mae meBHI 00MeXeHHs, 30KpeMa HEMOXKIIUBICTh BIIKIHKAHHS TOKEHA 10 3aBEPIICHHS HOTO
TepMiHy Aii 6e3 qomaTkoBoi indpacTpykTypu. Lle Bupinryerscs 3a gomomororo peamizaiii blacklist-mexanizmy a6o
IUIAXOM 3MEHIICHHS Yacy KUTTSA TOKeHa i BBeneHHs Mexanizmy '"refresh token". Takwmit miaxim mo3Bossie
[iITPUMYBaTH KOPOTKOTPUBAI TOKSHH JAOCTYILY i Okpemo 36epiratu refresh-toxenn miis mpomosxkeHHs cecii 6e3
MOBTOPHOTO JIOTiHYy KopucTyBaua. [Ipore refresh-rokenu nmoBumHi 36epiraTucst 6inbin Ge3MevHO, HAMTPUKIAL, Y
HTTP-only kykax, sixi He moctymHi JavaScript-koxy.

TakuMm ywMHOM, peanisailis aBTeHTU]iKamii Ta aBropusaimii 3 Bukopuctanusm JWT i Spring Security
JO3BOJIMJIO CTBOPUTH HajiiiHe, MacITaboBaHe W CydacHe pIIUCHHS Uil CHCTEMH OHJIAHH-TOJOCYBaHHS.
INoennanns Oe3cTaTeBoi MozeNi aBTeHTH(IKALIIT 3 THYYKOIO CHCTEMOI0 OOMEXXEHb JOCTYILY 3a POJIIMH TapaHTye,
1110 KOJKEH KOPHCTYBad MOXKE BUKOHYBATH JIMIIE Ti Aii, K1 03BOJIEHI HOMY 3TiHO 3 H0T0 CTaTycoM y cuctemi. A
BUKOPHCTaHHS NEpeBIipeHUX pilleHb, a came Spring Security, 3abesmedye He ymmie Oesneky, a i mpOCTOTY
PO3IIMPEHHS Ta MIATPUMKH INIPOEKTY B MaiOyTHboMy. PesyibratoM Takoi peamizamii € cucrema, 31aTHa
e(eKTUBHO MIPOTUCTOSITH 30BHIIIHIM 3arp03aM, TapaHTyBaTH KOH(DIACHIIMHICTB, IUTICHICTD 1 TOCTYIHICTD TaHHX,
a TaKO)K BIJIOBIIATH Cy4aCHUM BHMOTaM 10 00YI0BU Oe3MeYHrX iHPOPMAIIHHAX CUCTEM.

Cnucok BUKOPHCTAHUX JKepeJ:

1. Spring Boot — ¢peiiMBopk Java 3 BigkpuTiM BuXigHEM K010M [ EnekTporHuit pecypc] — Pesxxum moctymmy
JI0 pecypcy: https://spring.io/projects/spring-boot

2. Spring Security — moayap Spring ass 3abes3mnedeHHs: aBTeHTHGiKaLil Ta aBropusauii [EnekrpoHHuit
pecypc] — Pexxum poctymy g0 pecypey: https://spring.io/projects/spring-security

3. JWT — JSON Web Token. Odiuiiina mokymenrauis [ExextpoHHuii pecypc] — Pexxum goctymy 1o
pecypey: https://jwt.io/introduction
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PO3POBKA IHTEPAKTHUBHOI OCBITHbO-TECTYBAJIBHOI
IIVIAT®OPMMU 3 ITPOBOIO MOTHUBALIECTIO

[IpononyeTbes po3poOKa iHTEPAKTUBHOI OCBITHBO-TECTYBAIBHOI IJIATGOPMHU 3 IrPOBOI0 MOTHBAILIIEIO.
IIporoHoBana mumatdopma MOeEmHYe B CO01 KiNbKa B3a€MOIIOB’SI3aHHX MOAYIIB, 00’€THAHUX €IHMHOIO
apxiTektyporo Ha 6a3i Next.js [1], MongoDB [2] i memmotimenty Ha Vercel [3]. nest mumatdopmu mossrae B Tomy,
00 y4aCHUKHU MOTIIH IPOXOTUTH HaBYaJIbHI MO Ta TECTOBI Cecii, 3apo0IIATH BHY TPIIITHIO BATTIOTY, BIIKPUBATH
BipTyaslbHi KeiicH 3 mpeaMeTaMy pi3HOI I[IHHOCTI Ta PiIKiCHOCTI, HAPOIIYBATH irPOBHI Iporpec i aHaNi3yBaTH
BJIACHI PE3YJbTaTH 3a JOTIOMOTOI0 IETAIBHOI CTATHCTUKU. Yce IIe MOETHYEThCA 3 00HOBUM (hOpMaTOM TECTIB,
SKAH JI03BOJISIE Bi3yali3yBaTW piBeHb MalCTEpHOCTI KOpHCTyBada B irpoBiii ¢opmi. boiioBa cucrema He €
000B’SI3KOBOIO ISl IPOXO/KEHHSI HABYaHHS — yYaCHHK MOJXKE ITHOPYBATH irpoBi €JIeMEHTH, 3aJIMIIAI0YiCh Ha
MOYaTKOBOMY PiBHI 3 MiHIMaJIbHUMH aHIMaIlisiIMU Ta 0230BOIO B3aEMOJIIEIO.

KonmenTyanpHo miatdopMa CKIATA€ETHCS 3 KITBKOX KIFOYOBUX KOMIIOHEHTIB. [lepiium € MoIyJib TeCTIB i
HaBYAJIbHUX BIIPaB, SIKMH MIATPUMYE pI3HOMaHITHI (oOpMaTH 3alUTaHb: MHOXXWHHUI BHOIp, 3aIllOBHEHHS
MPOIYCKiB, BiAMOBiAHICTh Tomio. ITicast mpoxomxkeHHs OJOKIB TECTiB YYaCHHK OTPUMYE Oanu BHYTPIIIHBOT
BAJIIOTH, Ky Hajami Moxe oOMiHIOBaTH Ha Keiicu 3 mpenmeramu. Jpyruit Momynb — KeiiciB — mepenbadae
MEXaHiKy BUIIQJIKOBOTO BUHATOPO/UKEHHS: YYaCHUK BIZIKpPUBA€E KEHC, OTPHMYE EKiIlipyBaHHs, aBaTapKH, HIKHEHMH
3 PI3HUMH BJIACTHBOCTSIMH Ta BizyalbHUMH eextamu. Lli mpenmMeT# MOXKyTh ITiABUITYBATH aTaky abo 3aXHCT y
00HOBOMY PEIKUMI, KW € IEHTPAIFHIM irpOBUM €JIEeMEHTOM InTaTdopMu. boitoBuii pexiM modynoBaHo Ha cXeMi
«KOPEKTHA BIJIMOBib = yIap Mo BOPOTy», Ae rpadiuni aHimarii peanizytorscs 3a gonomorow CSS [4] i Framer
Motion [5].

Cuctema paHXyBaHHS IPYHTYEThCS Ha CTATUCTHIN OCTaHHIX CEAHCIB KOPUCTYBada, HOBI 3BaHHS
ABTOMATHYHO HPUCBOIOIOTHCS 3aJISKHO Bijl JOCSATHEHb 1 CEpEeHBOTO BiJCOTKA MPAaBWIBHUX BiAmoBinel. Skiio
CTaTHCTHYHMX JIJAHUX HEJOCTaTHBO, TO 3BaHHS HE IMPHUCBOIOETHCS, 1 YUACHUK 3aJIMIIAETHCS HA CTAPTOBOMY DiBHi.
OnHOYaCHO peaizoBaHa CHUCTEMa MEPCOHATBHUX JIOCSATHEHb, Ka (PikCye BUKOHAHHS MEBHUX YMOB, HalpHKIAL,
«cepis 3 IeCATH NPaBWIBHUX BIIIOBIICH NOCHUIbY 200 «BIAKPUTTS I’ STAECATOrO Kelcy». /loaaTkoBO iCHYIOTh
IIOJICHH] BUKJIMKH 3 OCOOJIMBIMHI HArOPOJaMH, SIKi CTUMYJIIOIOTh PETYJISIPHY B3a€MOJIIO 3 IIAT(OPMOIO.

AHamiTHIHAN MOAYNb (OpMYE MICIA KOXKHOTO TECTY CTOPIHKY 3 IOKJIATHUM PO3OUTTSIM pe3yIbTaTiB —
KUTBKICTh NTPaBHJIBHHX 1 HEMPAaBWIBHUX BiIOBIJICH, BIZICOTOK YCITIIIHOCTI 3a KATETOPIsIMH, Yac Ha OJIHE ITUTaHHS
1 3aranpHUH 9ac mpoxopkeHHs. Ll nani 30epiraroTecs B 0a3i Ta BigoOpakaroTecs B po3aiii «[Iporpecy, me MoxHa
mo0aunTH Tpadiku AMHAMIKA PiBHS 3HaHb, CHJIBHI 1 cTa0Ki TEMH, a TAKOX 3MiHY TIOKAa3HUKIB 3 4acoM. Yci JaHi
B3aeMofii 3 IaThopMor0 KepyrThes depes zustand [6], sSKuil € MEHeIKEpOM CTaHy, IIO JO3BOJISIE LIBHAKO
OHOBJIIOBATH iHTEp(delic 0e3 3aliBUX Mepe3aBaHTAKCHb.

Inrepdeiic maTopmMu CIPOEKTOBAHO 32 MPUHIMIIAMH MiHIMaJi3My Ta agantuBHOCTi. OCHOBHI KOJILOpH
# TeMH MOXKHa HaJlalTOBYBaTH y Mpodiii, a AJsl TUX, XTO I[IHy€ IPOCTOTY, MepeadayeHo KIacH4Hy CBITIY U
TEMHY CXeMHU. ABaTapKku, HIKHEHMH, KOMIIJIGKTH eKillipyBaHHs JIOCTYITHI Y BHYTPIIIHbOMY Mara3uHi 3a 3apo0JieHi
Oamu. Mojepallisi KOHTEHTY He MOTPIOHA, OCKUIBKK BCIO Bi3yallbHY CKIIQJOBY PO3pOOIISE aJMiHICTpAIlis uepes
OKpeMy NaHelsb KepyBaHHs. KopucTyBaui He MOXYTh JOAaBaTH BJIACHI 300paKeHHS! UM TIOBIIOMJICHHSI, @ 3HAUUTh
wiatdopma noz0asieHa pU3UKY HEOaKaHOTO KOHTEHTY.

Peecrpariist He € 000B’13KOBOIO: HOBAaYOK MOJKE ITOYaTH HMPOXOKECHHS TECTIB 0/pa3y K, Oe3 BBEICHHS
€JIEKTPOHHOT MOIITH UM NApOJIsi, B TOCTLOBOMY PEXHMI.

VYce crinKyBaHHS MiXK KIIEHTOM 1 CepBepOM 3a0e3MeUyeThCs KIIEHT-CEPBEPHOIO apXITEKTYPOIO, e KIIIEHT
BIATIPaBIIsA€ 3aIIUTH 3a MOTPEOOI0, a CepBep BIIOBINAE JIHIIe HEOOXITHUMH TaHUMHU. Lle 3MeHIIye HaBaHTa )KEHHS
Ha MEPEeXY, IiIBUIIYE MIBHIKOIIIO Ta TO3BOJISIE 0OPOOIATH KiTbKa MapalebHUX 3alUTiB. 32 paXyHOK PO3IIICHHS
Oi3Hec-noriku W iHTepdeiicy mocsraeTbcss BHUCOKAa THYYKICTh y MIATPUMII Ta MaciutaOyBaHHI, 30Kpema
MOJKITUBICTh JIOJaBaTH HOBI KIIIEHTCHKI 3aCTOCYHKH 200 MOO1IBbHI Bepcii.

Js 30epiranHa mgaHumx BuOpaHo 6a3zy MongoDB uepes ii rHydkicte y poOOTi 3 JOKyMEHTAIlisIMH,
BIJICYTHICTh JKOPCTKOi CXEMH 1 MOXIHMBICTh MacmTaOyBaHHS. 3MiHM CTPYKTypH NaHUX BiIOyBarOThCs 0Oe€3
CKJIaHUX MIrpamii, oo BaXXJIMBO JJIS CTapTal-TIPOEKTIB i3 YACTHMH OHOBIICHHSIMH (yHKIIIOHATTY.

Takum ynHOM, TIaT(OpPMa MOENHY€E HABUAIBHUH KOHTEHT i3 reliMi(iKoBaHOIO CHCTEMOIO, IO ITiABUIIYE
MOTHBAIIIIO 10 HABYAHHSI 32 PAXYHOK €JIEMEHTIB POJILOBOI I'PHU Ta KOJIEKIIOHYBaHHsI eKiNipyBaHHs. BukopucraHus
cydacHoro creka Next.js, MongoDB, Vercel i zustand 3a0e3nedye rHyYKiCTb B OHOBJIEHHSIX, BUCOKY IIBUAKO/IIO
Ta aAalTHBHICTH IiJ] 3pOCTAHHS HABAHTAXXCHHS. TaKW{ MiIXiJ TO3BOJISE CTBOPUTH NMPUBAOIUBHMA, Oe3MeUHHN 1
MacmTaboBaHUH TPOIYKT, SKUH CHPUATUME IJBUIICHHIO PiBHA 3HaHb 1 PO3BUTKY KPUTHYHOTO MHCIICHHS
KOpPHCTYBayiB.
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Just peanizanii iHTepaKTHBHOI OCBITHBO-TECTYBAJIbHA IUIAT(GOPMHU OYIIO CLIPOEKTOBAHO 0a3y NaHMX.

[Jiarpama cTBopeHoi 0a3u JaHUX MPEACTaBiIeHa HAa pUCYHKY 1.

® wers

« _id : Objectid
email : string
passwordHash : string
nickname : string
avatarr : string
role : string
balance : number
Createds: stats : object
4 inventary : array|Objectid - items]
Achievements : array[Objectid - achievements]
completedChallenges : array[Objectid — ailyChallenges]
createdAt : Date
updatedAt : Date
useri
usertd (@ notifications
o _id : Objectid
userld : Objectid - users
type : string
platform : string inventory
completedChallenge: message : string
relatedTestid : Objectid - tests
relateditemid : Objectid — items
latedAchi tid
relatedChallengeld - Objectid + dailyChallenges relatedAchievemen
relatedAchievementld : Objectid — achievements
read : boolean
createdAt : Date
relateditemid
Fompletedachievements
® e ® tems
«_id : Objectid restis = _id : Objectid
relatedTesti "
title : string :‘;;': s:ﬂ';"
description : string itemRewards
questions : array relatedChallengeid i*:";;‘euﬁ"_’:ﬁmg < userld
fa";‘:‘_";{,%;‘"’““' relatedimages : array[Objectld — images)
Créatedy” Objectd — users fority s sting opioadrid
createdAt : Date createdAt : Date
updatedAt : Date itemRewa(ds updatedAt : Date
e —
relatedTests| itemsinsidk
testid ¥
@ dailychalienges ® cases ® xchievements
1
« _id : Objectld ot « _id : Objectld
tastid| description - string :‘:r'.:e ::::9 name : string
reward : object p"[e“_'"umger condition : object
relatedTests : arraylObjectid - tests] ; reweard : object
: - >
itemRewards : arrayl Objectid - items] - e DS ] itemRewards : array[Objectid — items]
activePeriod : object cr:aledAt Date 9 completedBy : array[Objectid - users]
createdat : Date EoatedAt : Date createdAt : Date
A
achievemdntid
completedChallengey
eameditems
¥
(B) testSessions
« _id : Objectid @ stats
userld : Objectld » users « _id : Objectid

testid : Objectid - tests
answers : array

score : number

earnedCurrency : number

earneditems : array[Objectid — items|]
completedChallenges : array| Objectid — dailyChallenges]
startedAt : Date

finishedAt : Date

userid : Objectid — users

testid : Objectld - tests

achievementid : Objectid —+ achievements
challengeld : Objectld — dailyChallenges
metrics : object

recordedAt : Date

challengeld

Puc. 1. [liarpama 0a3u gaHux

(B) images
« _id: Objectid
title : string
url : string
size : number
mimeType : string
uploaderid : Objectld —+ users
relateditems : array[Objectid = items]
tags : amay
createdAt : Date
updatedat : Date

Po3pobiieHnii 3aCTOCYHOK MPOXOJUTh SIK (DYHKIOHAJbHE, TaKk 1 He(yHKIIOHAJIbHE TECTYBaHHS, IO
rapaHTye BiANOBIAHICT, MPOTPAMHOTO 3a0€3MEUCHHsI BCTAHOBJICHMM BHMOTaM 1 CTaHAApTaM — BaXJIHBOMY

ACTIEKTY B IIPOIIECi PO3POOKH.

CnHcoK BUKOPHCTAHMX JIKepeJ:

1. Anmin. Introduction | Next.js. Next.js by Vercel - The React Framework. URL: https://nextjs.org/docs

(mara 3sepHenns: 01.05.2025).

2. Team M. D. MongoDB Documentation. MongoDB: The World’s Leading Modern Database | MongoDB.

URL.: https://www.mongodb.com/docs/ (nara 3sepuensst: 01.05.2025).

3. Vercel Team. Vercel Documentation. Vercel: Build and deploy the best web experiences with the
Frontend Cloud. URL: https://vercel.com/docs (nara 3sepuenns: 02.05.2025).

4, MDN Team. CSS: Cascading Style Sheets |

MDN.

https://developer.mozilla.org/en-US/docs/Web/CSS (narta 3sepuenns: 04.05.2025).
5. Motion Team. Docs - Motion. Motion - A modern animation library for JavaScript, React and Vue. URL:

https://motion.dev/docs (nata 3BepHenHs: 05.05.2025).

MDN Web Docs.

URL.:

6. Aamin. Introduction - Zustand. Poimandres documentation. URL: https://zustand.docs.pmnd.rs/getting-

started/introduction (nara 3Bepuenns: 06.05.2025).
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CUCTEMA IIEPEKJIAZAY 3 EJIEMEHTAMU HABUYUAHHA

B ymoBax rio0amizamii 3HaYHa KIUTBKICTP KOPHCTYBAYiB IMOJEHHO 3iIITOBXYETHCS 3 HEOOXiTHICTIO
OTIPAIfOBAHHS IHIIOMOBHOTO KOHTEHTY B IHTepHeTi. 3HaHHS 1HO3€MHHX MOB IIPH IIbOMY BHCTYIIA€ OJHHUM i3
KIIFOYOBUX YHMHHUKIB O0COOHMCTOI Ta mpodeciitHoi ycmimHocTi. IcHyfoUi iHCTpyMEHTH AJIs Tepekiany 3a3BUdan
3a0e3neuyroTh e Oa3oBuid  (parmeHTapHW (QYHKIIOHAN, HE WIATPUMYIOYHM TIpOIeC HAaBYAHHA,
3armam’ITOBYBaHHS i OCMUCIICHHSI HOBOTO MOBHOTO MaTepiany. Kpim Toro, HeoOXiTHICTh OKpeMHUX 3acO0iB I
nepekiany, 30epexeHHs Ta MOBTOPEeHHs iH(OpMallil yCKIIaJHIOE HaBYaIbHUHN MPOLEC 1 3HWKYE MOTHBALIO 110
CHCTEMaTHYHOTO BUBUCHHS MOBH.

VY BiANOBiAb HAa BKa3aHi BHUKJIMKH 3allpOIIOHOBAHO CTBOPUTH MYJIbTU(QYHKIIOHAJIbHY CHCTEMY, sKa
IHTErpyETHCS y MOBCSKACHHY poOOTY KOpUCTyBaya Ta 00'€IHy€ IHCTPYMEHTH IepeKiany it ocBO€HHS MOBU. Takuii
MiAXiJ CIpusi€ MOJETIICHHIO B3a€MOJil 3 IHIIOMOBHHUMH pecypcamMH Ta Oe3lepepBHOMY PO3BHTKY MOBHHX
HaBHYOK Y NMPUPOJHOMY cepenoBuili. Po3pobiieHa cucrema J03BOJISIE TIEpeKiIagaTu TeKCTH 0e3nocepeIHbO i
yac meperisimy BeO-pecypciB, 30epiratd mepekiaad B 0coOHCTy 0a3y HaHWX, pelaryBaTH iX, IMOBTOPIOBATH
BUBYCHE, a TAKO)K OTPHUMYBATH HaBYaJIbHI MaTepianu, copMOBaHi Ha OCHOBI OCOOHCTUX TaHUX KopHcTyBaya. o
cKiIany (YHKIIOHATY TAKOX BXOIUTH IHTETPOBAHUM YaT 31 IITYYHUM iHTEIEKTOM, PO3UIMPEHA EPCOHANI3AIIISA Ta
1HIII JOAATKOBI MOYKIIMBOCTI, IO BUAUIIIOTH MIPOAYKT Ha ()OHI aHAJIOTIB.

Cucrema peali3oBaHa 3a IPHHIMIIAMH PO3IMOIIJICHOT KIIIEHT-CEPBEPHOI apXiTeKTypH. BoHa ckiamaeThes 3
Bi/IIaJICHOTO cepBepa 3 II100anbHO0 023010 JaHHX Ta KIIIEHTCHKOT YaCTHHH, 1110 BKJIIOYA€E IECKTOIHIH 3aCTOCYHOK,
Opay3epHe pO3IIMPCHHS, JIOKAIBHUI cepBep 1 JoKanbHy 0a3y maHux. Takuil miaxim M03BOJsIE 3a0€3MCUYHUTH
LEHTPAII30BaHUI JOCTYI JI0 TAHUX 4Yepe3 XMapy, HIATPUMKY o(iIaliH-pexuMy, epeKTUBHY CHHXPOHI3ALiI0 MiX
MPUCTPOSIMUA KOPUCTYBAya, MaCIITAOOBAHICTh Ta 3pyYHICTh Y PO3rOPTaHHI.

Binnanenuii cepsep peamizoBanuii Ha ocHoBi miatgopmu ASP.NET Web API, ska 3a6e3mneuye 3pydHy
peamnizanito RESTful-cepgicis, miarpumye aciHXpOHHY 06pOOKyY 3anuTiB i Jlerko MaciTabyethest. Jlorika cepeepa
IHKAICYJIIO€ B3a€MOJIiI0 3 0a3010 JaHMX Ta 30BHIIIHIMH cepBicaMu, Hamawouu juie myoaidae API, mio crnpuse
Oesrent Ta 1301411 JaHUX.

V sixkocti CYB]] o6pano SQL Server. [nst nokansHOro 30epirants 1aHux BUKopuctoByeThest LocalDB —
JIETKOBaroBuil BapiaHT 30epiranHs y Burisai daiiny, a ans xmapaoi yactunu — Azure SQL Database, o
3abe3medye pe3epBHE KOMIIOBaHHS, MACIITA0OBAHICTh Ta BUCOKHU PiBEHB 3aXUCTy. €IWHA CTPYKTypa o0ox 0a3
JaHUX JO3BOJIMIA CTBOPUTH CIiIbHY Oi0NIOTEKY 3 MOAEISAMH Ta KOHTEKCTOM, SKY BHKOPHCTOBYIOTH SIK
KJIIEHTChKA, TaK i CEpBEpPHA YACTHHH.

Okpemmuii TOKanbHUIA cepBep Takox peamizoBanuii Ha ASP.NET Web API, mo namo 3mory yHidikysatn
TEXHOJIOTIYHUI CTEK 1 MOBTOPHO BMKOPUCTOBYBATH 3HAYHYy 4acTuHy Kkony. Lled cepBep BHCTymae sk TOYKa
B3a€EMOJIT Uil Opay3epHOro PO3LIMPEHHS Ta JIECKTOITHOIO 3acTOCYHKY. Taka apXiTeKTypa HaJa€e MOXKIMBICTH
00X0UTH OOMEKeHHs Oe3IeKH, HAKIaJeHl Ha CydacHi Opay3epH, MpalfoBaTH 3 KEIIOBAHMMHU CTOPiHKaMu 0e3
JIOCTYITy JI0 IHTePHETY Ta YHUKATH AyOIFOBAHHS JIOTIKH MK KOMITOHEHTaMH.

JleckTomHHN 3acTOCYHOK po3pobOneHnit Ha ocHOBI TexHoiorii WPF, mo 3abesmedye MOXIUBICTH
CTBOPEHHS 3pYYHOr0 Ta (QYHKIIOHAIBHOTO iHTepdelCy, a TAKOK I03BOJISAE TIOBTOPHO BUKOPUCTOBYBATH CIILIBHI
KOMIIOHCHTH, MOJIeIIi TaHUX Ta iHTepQeicH, SKi 3aCTOCOBYIOTECS B yciif cucteMi. OCHOBHA POJb 3aCTOCYHKY
moJsirae 'y 3a0e3ledyeHHI MOBHOLIHHOI POOOTH 3 JIOKaJBbHHM CEpBEPOM: BiH BIJIOBiJa€ 3a aBTOPH3ALIO
KOPHCTYBaya, KepyBaHHs NePEeKIagaMu, JOCTYII 10 HABYaJIbHUX MaTepialliB, OpraHi3allifo MOBTOPEHHS BUBYEHOTO
Ta iHII1 OB’ s13aHi (PYHKIII, IKi BUXOASATH 32 MEXKi 0a30BOT0 IepeKIay.

BpaysepHe po3nIMpeHHsT BUKOPUCTOBYE 0i0ioTeky React mist CTBOpeHHs Cy4acHOTro, aJanTHBHOTO Ta
3po3yMiJioro intepdeiicy, a Moa TypeScript 3actocoByeThest 1uist Oibin Ge3neynoi po6oTu 3 qanumu. OCHOBHA
(hyHKIIiSI pO3MIMPEHHSI — HAJAHHS 3DYYHOTO IHCTPYMEHTY IS IIepekiiany 0e3mocepeIHbO ITij] 4ac meperisiay Beo-
cTopiHOK. JIJ1sl i IBHIIIEHHS IPOAYKTHBHOCTI PO3POOKH BUKOPHCTOBYEThCS KOMILIATOP Vite, a Takoxk 6i0mioTexH,
IO JO3BOJISIIOTH MHTTEBO 3aCTOCOBYBATH 3MIHHM MiJ 4Yac po3poOku 6e3 HeoOXiTHOCTI PyYHOTO OHOBIICHHS
posmmpeHHs y Opaysepi, 110 3HaYHO PUCKOPIOE TECTyBaHHS.

CnucoK BUKOPHCTAHMX JKepeJi:

1. Jokymenramis ASP.NET [Enekrponnumii pecypc] — Pexum goctymy 10 pecypey:
https://learn.microsoft.com/en-us/aspnet/core.

2. NoxymenTauis React [Enextponnuii pecypc] — Pexxum nocrymy mo pecypey: https://react.dev/learn.
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PWA BEBMECEH/I’KEP 3 IOKPAIIEHOIO ABTEHTH®IKAIICIO TA
OYHKIIE€IO OBMIHY KOHTEHTOM

OcTaHHIM 9acoM, 3 PO3BUTKOM ITN(PPOBHX ITOCIYT, JIFOIU BCE OUTBIIE MTOTPEOYIOTh MPOCTHX, OC3MEYHIX Ta
YHIBEPCAIBHUX IHCTPYMEHTIB ISl CIIJIKYBaHHS, SIKI MOJKHA JIETKO HAJNAIITYBaTH MiJ cBoi noTpebu. Came ToMy
MPOTIOHOBaHMH BeOMECEHKEp, po3pobiIeHuid 3a TexHonoriero Progressive Web App (PWA), e akryansHuM Ta
e(eKTUBHUM pimeHHsIM. BiH noeHye B co06i 3py4HicTh, HaIHHICTh Ta LIMPOKUH CIIEKTP (YHKIIIH, 3a0e31euyoun
KOM(OpTHE CIUIKYBaHHS Ha OyAb-SKOMY HPHUCTPOi, OCOOJMBO Ha MOOUIBHHMX TeseOHax, IO € KPUTUYHO
B)XJIMBUM y Cy4aCHOMY aKTHBHOMY CBITi.

3aBIISIKM KITIEHT-CEPBEPHIN apXiTEKTypi Ta 00'€KTHO-OPIEHTOBAHOMY JIM3aiiHYy, IIPOEKT Ma€ YiTKY 1 3p03yMity
cTpykrypy. Lle 3Ha4HO CHpOCTHIIO HOTO pPO3pOOKY, a B IMOJANBIIOMY — OOCIYrOBYBaHHS Ta MacIITaOyBaHHS.
BukopucTanss miarpaMu Kiacis (pric. 1) JOIOMOTIIO pO3MOAUIHTH BiAMOBITABHICTE MK KOMIIOHEHTaMH, III0 POOHTH
KOJI OLTIBIIT OPTaHI30BAHMM 1 3pO3YMLIMM, CIIPUSIOYH IIBUIKIH aanTallii 10 HOBHX BIMOT.

Puc. 1. [liarpama xinaciB Be03acTOCYHKY MeCEHIKEpa

TonoBHi ¢GyHKIIT Be03aCTOCYHKY OXOIUTIOFOTH OCHOBHI acCHEKTH CYYacHOTO IHM(POBOTO CHIIKYBaHHSI,
30CepeKYI0UH yBary Ha 3pyYHOCTI, (DYHKIIIOHATBHOCTI Ta Oe3merni. 30kpema, 3a0e3MeueHo 3aXUIIEeHUH JOCTyT
JIO CHCTEMH — KOPHCTYyBadli MOXYTb PEECTpyBaTHUCS Ta BXOAWTH 3a JOINOMOToOl0 HoMepiB TenedoHiB abo
EJIEKTPOHHMX ajpec. [l J0JaTKOBOTO 3aXUCTY peai3oBaHO MiATBEPKEHHS 0cobu yepes SMS abo e-mail,
MOXIIMBICTh BXOAY 3a Jonomoror QR-koxy Ta nBodakTopHy aBTEHTH(IKALiO, [0 CYTTEBO 3MEHIIYE PU3HKH
HECaHKIIOHOBaHOTO JocTyny. CHiNKyBaHHS BiJOyBa€ThCsl B PEXKHUMI PEaNbHOrO 4acy — KOPHCTYyBauli MOXYTb
MIBUAKO OOMIHIOBATHCSl TEKCTOBMMH MOBIIOMIICHHSIMH, pelaryBaTH abdo BUAAIATH iX, a TAaKOX BIJACTE)KYBaTH
cTaTtyc AoCTaBKU 1 npouurtaHHs. (s edexTrBHOI KOoMaHIHOI poOOTH mepeadaueHa MOJXKIMBICT CTBOPEHHS
IPYNOBUX YaTiB 3 THYYKHMH HaJallTyBaHHSIMH — MOXKHA JJOAAaBaTH YM BUAAISATH YUYACHHUKIB, 2 TAKOXK BHU3HAYATH
ixHi pomi Ta no3BonmM. OKpIiM TEKCTOBHX IIOBIJOMIICHb, CHCTEMa JO3BOJISIE HAJCHIATH Ta OTPUMYBATH
MYyJIBTHMEAIHHI (pailiii, a caMe KapTHHKH Ta BiJleO, a TaKOK OOMIHIOBATHCS MTOKYMEHTaMH Ta apXiBaMH Pi3HUX
¢opmariB, 10 3HAYHO PO3MIMPIOE MOXIMBOCTI BHKOPHCTAHHS 3aCTOCYHKY SIK y TOBCSKICHHOMY, TaK i B
npodeciitHomy xutTi. Kimrouosi kiacwu, taki sk “User”, “Message” ta “GroupChat”, ¢popMyrOTh OCHOBY s
KOMILIEKCHOI cucteMu oOMiHy moBimomineHHsMH. Jotpumanas npuHOUmiB SOLID Ta 3acTocyBaHHS NaTepHiB
npoektyBaHHs Observer, Factory Tta Singleton 3a0e3medyloTh BHCOKY CTa0UIBHICT, THYYKICTh Ta
MacmTaboBaHICTh cucTeMu. [HTerparis 3 PWA 1o3Bossie BUKOPHCTOBYBAaTH MECEH/KEp Ha Pi3HUX mIiatdopmax
6e3 HeoOXiTHOCTI BCTAHOBIICHHS, a TAKOXK YaCTKOBO B pexkuMi odraifH. Lle 3abe3neuye 3pydHiCTh BUKOPUCTAHHS
SIK JUISL OCOOMCTHX, TaK 1 IJIsI KOPIIOPATUBHUX MOTPEO, e KPUTUIHO BAXIIMBUMHU € HATIHHICTh, QYHKIIIOHATIHHICTH
Ta Oe3mneka nepeaadi JaHuX.

CnHCcOK BHKOPHCTAHHUX JIKepeJt:

1. Joxymenranist Progressive Web Apps [Enexrponnnmiti pecypc] — Pexum nocrymy no pecypey:
https://developer.mozilla.org/en-US/docs/Web/Progressive_web_apps.

2. Joxymentauiss OWASP Authentication Cheat Sheet [Enexkrponnuii pecypc] — Pexum nocrymy 1o
pecypey: https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.
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KAJIBKYJIATOP JJISI PO3PAXYHKIB KOH®ITYPAIIIL IIK

TonoBHa mpobnema mix wac cxmaganus [IK — me cymicHicTh neraneil. Hampukmaza, mpomecop Moxke He
MiZIATH 10 MaTepUHCHKOI IJIaTH, BiZlcOKapTa HE MOMICTUTHCS B KOpPIyC abo OJIOK XKMBIICHHS HE BHUTATHE BCE
HaBaHTaXXCHHS. TakoX NOTPiOHO BPaxOBYBATH OXOJOKEHHS, 00 KOMIT I0Tep He meperpiBaBcs. KopucryBadam
0e3 mocBimy abo TeXHIYHOI OCBITH JOBOJUTHCS BHTPAYaTH 3HAYHY KIBKICTh Yacy Ha BHBUCHHS XapaKTEPHUCTHK,
TIOPIBHAHHSA IIiH 1 IEpeBipKy CyMiCHOCTI. B pe3ynpraTi MOkKHA KyIIUTH HE Te, o Tpeba, abo MmeperutaTuTH.

MeTol0 3anpOIIOHOBAHOTO TPOEKTY € CTBOPEHHS BE03aCTOCYHKY, SIKMH JoNoMaraTuMe KOpUCTyBadam
miIOMpaTH KOMIUIEKTYIOUI JUISi NEPCOHAIBHOIO KOMIT'IOTEepa. 3aCTOCYHOK Mae 3abe3redyBaTd NPOCTHH Ta
IHTYITHBHO 3p03yMUIHH iHTEp(eiic, mepeBipKy CyMICHOCTI B pEKHMI peajlbHOTO Yacy Ta BpaxyBaHHs (hiHAHCOBUX
00MeKeHb KOPHCTYBayva.

[lix yac nocnimpkeHHs Oy OTJITHYTI i IpoaHani3oBaHi ICHYIOU1 aHAJIOT14HI CEpPBICH.

PCPartPicker.com [1] — monmymsipauit cepsic A miabopy KOMIUIEKTYyro4YnX. Mae po3mmpeHy 6a3y
TOBapiB, aBTOMATHYHY IEPEBIPKY CYMICHOCTI, MOXXIIHBICTh 30epekeHHsS KOH(Irypamidi Ta MOHITOPHHT IIiH.
OCHOBHHUM HEOIIKOM € opieHTallis Ha puHOK CIIIA, mo 3HIKye HOT0 3pYyUHICTH U1 KOPUCTYBAdiB 3 YKpaiHU.

Telemart.ua [2] — yxkpaiHcbka mathopma, 3 aKTyalbHHMH I[iHAMH Ta MOXIIUBICTIO MiAOOpy
KOMIUIEKTYIOUHX. 3py4Ha JUIsl JIOKAJIBHOTO PHHKY, OJHAK OOMEXeHa B THYYKOMY HaJlallITyBaHHI KOH(Iryparii,
HE 3aBXX/I1 KOPEKTHO IPALIO€ 3 MEHIII TTOITYJIIPHUMH MOJEISIMH JETalleH.

BuildMyPC.com [3] — Mae 06a3o0Buii (yHKIiIOHAT MEPEBIPKA CYMICHOCTI, O3BOJISIE CTBOPIOBATH
OromkeTHi 30ipku. IIpocTuii y BUKOPUCTaHHI, aje MPHB’sA3aHUM JHIie 10 Amazon, MPaIfoe MOBUILHO 1 Ma€e
oOMexeHui Hablp HaJlalTyBaHb.

Ha ocHOBI mpoBeieHNX OTJISIY # aHamizy OyJIo CTBOPEHO BIIACHHH Be03aCTOCYHOK, aIaTHBHUM 10 PI3HUX
NPUCTPOIB, 31 3py4HUM iHTEepdeHcoM 1 IIBUAKOI MEPEeBIPKOI0 CyMICHOCTI KOMMOHEHTIB. st po3poOku
BUKOPHCTAHO Cy4acHI iHCTpyMeHTanbHi 3acoou: React 3 TypeScript — nnst kmieHTchkoi yactuHu, Tailwind
CSS — mns ctumizarnii, Node.js — mist cepBepHoi joriku Ta MongoDB — sik 6a3y naHuX.

Y 3acTOCYHKY peani30BaHO MOXKIIHBICTE 30€peXeHHS CTBOPEHUX KOH(DITypaIlii, 10 T03BOJISE IIOBEPTATHCH
JI0 HUX Ti3Hime abo mimutucs 3 iHmmMa. CHCTeMa TaKoX MiATPUMYE TOTIepeHIH meperisan 30ipKu 3 KOPOTKOIO
AQHATITUKOIO: BUBOAMTHCS OPIEHTOBHA BapTICTh, OCHOBHI XapaKTEPHCTHKH, CyMapHE €HEproCIO)XHBaHHS Ta
po3mipu. Takwii (yHKIiOHAN MO3BOJSE KOPHCTYBady INBHUAKO OIIHWUTH, HACKIIBKA OOpaHa KOHQIryparis
BIATIOBia€ 3a1aHMM yMoBaM 1 BUMoraM. Lle ocoOnmBO akTyaslbHO JUIS THX, XTO IIAHY€E TPOKOHCYJIBTYBATHCS
nepen nMokymkoro abo 3i6paru I1K nocrynogo.

PeanizoBaHo ¢inbTpaliito 3a 1iHOW, OPEHIOM, KaTeropisiMu Ta JI0/1aTKOBUMH XapaKTEPUCTHKAMH, a came
pO3MipaMu KOPITyCY, CHEPTrOCIOKUBAHHIM, PIBHIMHU 11ymy. L{e 103B0JIs€ HE TIJIBKH MEPEBIPUTH CYMICHICTD, a i
HaJIalITyBaTH CUCTEMY IIiji BilacHi notpedu. KpiM Toro, BIpoBakeHO MOXIIMBICTH OOMiHY FOTOBUMH 30ipKamMu
MK KopucTyBayamu. [Hdopmaris mpo KOMIIOHEHTH OpaTHMEThCS 3 BIIKPUTHX JDKepesl ad0 J10JaBaTHMEThCS
BPYUHY, L0 MiJIBUILYE THYYKICTb MIaT(GOPMHU Ta TOCTOBIPHICTD JaHHX.

Y 3acTOCYHKY pealizoBaHO (YHKIIOHAT KOPHCTYBalbKHX aKayHTiB. KopucTyBadi MaroTh MOXKJIHBICTBH
30epiratu icTopiro BHOpaHUX KOH(]Irypariid, pegaryBatu iX, a TaKOX TUIATHCS 3 IHITUMH KOpucTyBadamu. Lle
CIIpHs€ CTBOPEHHIO aKTHBHOI CIIUIFHOTH HAaBKOJIO CEPBICY Ta JO3BOJSIE OTPHUMYBATH KOpPHCHY iH(opMmaiito i
MOpaJIy BiJI iHIIKX BiBiAyBadiB IIaTHOPMH.

Y xo1i po3poOKu 0yII0 BpaxOBaHO HEOJIKH ICHYFOUUX PIllIeHb, IO TAJI0 3MOTY CTBOPHTH CUCTEMY, Kparlie
a/IaniTOBaHy /0 HOTped YKpaiHCBKMX KOPHCTYBadiB. 3alpOIOHOBAHUH Be03aCTOCYHOK 3a0e3redye He JIMIIe
MepeBipKy CYMICHOCTI KOMIIOHEHTIB, a i Hajae 3py4Hi Ta THYYKi IHCTpyMEHTH Ul aHajiidy, migbopy Ta
30epexeHHsT KOH(DIryparrii BiJIOBIHO 10 OCOOUCTHX BUMOT 1 (JiHAHCOBHX MOXIIUBOCTEH.

Takum umHOM, po3pobieHa BeOmiatrgopma mnoemHye B cobi MPOCTOTY BHKOPUCTaHHS, HEOOXIIHHN
(hyHKIIOHAN 1 THYYKICTh, CTBOPIOIOYM €(EeKTUBHHHA IHCTPYMEHT [UII CY4acHOTO KOpHCTyBada, SKHH IIparHe
caMOCTIiiHO 310paTy mepcoHAIBHUI KOMII t0Tep 0e3 3aiBUX TPYIHOIIIB.

CnucoK BUKOPHCTAHUX JIKepeJi:

1. PCPartPicker.com [Enextponnuii pecype| — Pexxum noctymy no pecypey: https://pcpartpicker.com/.
2. Telemart.ua [EnexrponHuii pecype] — Pexxum noctymy 1o pecypey: https://telemart.ua/ua/.

3. BuildMyPC.com [Enekrponnuii pecypc] — Pexxum noctymy no pecypey: https://buildmypc.net/.

4. React — Odiniiinuii caiit [Enextponnuii pecypce] — Pexxum noctymy: https://reactjs.org/.

5. Tailwind CSS — Odiiiinwuii caiit [Enekrpornuii pecypce] — Peskum poctymy: https:/tailwindcss.com/.
6. Node.js — Odimitiamii caiit [Enexrpornnit pecypc] — Pexxum moctymy: https://nodejs.org/.
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OPI'AHAM3EP 3 KEPYBAHHS BUTPATAMHU

[pomoHyeThest po3poOKa Clieniai3oBaHOTO 3aCTOCYHKY AJIS JISTKOTO Ta IPOCTOTO KePYBaHHS BIACHUMHU
(iHaHCaMu, 10 Hajae KOpPHCTyBauaM 3acoOu Ui TXHBOTO JETAIBLHOTO OOJIIKY, Neperisiny, IUIaHyBaHHS Ta
iHBecTyBaHHs. [IporpaMHuii IPOayKT 3a0e3neuye 3pydHuid oCTyM A0 (piHAHCOBUX IAaHUX SIK 3 KOMII'TOTEpIB, TaK
1 3 MOOLTBHUX NPHUCTPOIB.

OCHOBHUI1 (DYHKIIIOHAJT OXOIUIIOE OOJIK JOXOJIB 1 BUTPAT HA PaxyHKax i3 pi3HMMH BaJIOTaMH, JETalIbHE
rpyyBaHHs (DiHAHCOBUX OIIEpalliif, CTBOpeHHs (DiHAHCOBUX LiNEil Ta MOHITOPUHT OIOKETY. 3aCTOCYHOK TaKOX
Ha/la€ MOJJIMBICTh OONIKY iHBECTHIIM AJIS BIiACTeKCHHS aKTWBIB W iXHBOI e€()EeKTHBHOCTI, HAJIAIITyBaHHS
NOBTOPIOBAaHHX Ollepaliif, BUKOPHCTaHHSA TEriB M1 THYYKOTO TPYIyBaHHSA Ta CTBOPEHHS CTPYKTYPOBAaHHX
(hiHAaHCOBUX 3BITIB.

[IporoHoOBaHMH 3aCTOCYHOK MOOYIOBAaHO 3a KII€HT-CEPBEPHOIO apXiTEKTYpOlO, /¢ CepBepHa 4YacTHHA
3a0e3neuye BUKOHAHHS Oi3HEC-JIOTIKM Ta KepyBaHHS JaHUMH, a KII€HTCBKI 3aCTOCYHKH — IX TpeJcTaBieHHs. Lle
J03BOJISIE TMepenaBaTd abo OTPUMYBATH JaHi JIMIIE 332 MOTPeOH, 3MEHIIYIOUM HABAHTA)XXCHHS HAa MEPEXKy Ta
niaBuinyoun edekTHBHICTH 00MiHy iH(opMauiero. KpiM TOro, MoXIHMBIiCTh aCHHXPOHHOT poOOTH KIIiEHTa Ta
cepBepa J103BoJIg€ 0OpoOMIATH 3amuTH Oe3 OJOKyBaHHs iHTepdelcy KOpuCTyBaya, MOKPAIIYIOYd 3arajbHy
NPOJIYKTUBHICTD 1 BIATYK cucTeMH. Takok oOpaHa apxXiTeKTypa CIpHUSE€ THYYKOCTI y PO3TOPTaHHI CHCTEMH i
JIO3BOJISIE JIETKO 1M1/’ €IHYBaTH HOBI THITH KIIIEHTCHKUX MpOrpam (Harpukiaz, As pi3HUX iaTdopm), siki OyayTh
B3aEMOJisATH 3 TUM camuM API.

Jns peanizanii cepBepHoi yacTuHM TpoekTy obOpaHo PHP-¢peiimBopk Laravel. Xouwa icHyroTh iHmI
notyxxHi PHP-dpeiimBopku, Hanpuknan, Symfony, sKuif Hagae OUTBITY THYYKICTH Ta HaOip KOMITOHEHTIB IS
KOpPHOpaTHBHUX pileHb, Laravel 6yB oOpanuii sik Takuii, M0 CHPHSE MiBUIICHHIO IBUAKOCTI PO3POOKH st
OJTHOTO po3poOHHUKa ab0 ManieHbKUX rpyir. Lleit dpeitMBopk mae 6arato iHCTpyMeHTIB, Hanpukinaa, Eloquent ORM
IUTS TIOJIETTIICHHS poOOTH 3 023010 JaHUX, MOTYKHY MapIIpyTH3aIlio, BOyAoBaHI MexaHi3Mu s moOymosu API
Ta 3acobmu Oesmeku. lle mo3Boisie MmIBHAIIE BIPOBAKYBATH Oi3HEC-TIOTIKY Ha BiIMIHY Bil METOMIB, SKi
noTpeOyroTh OUIbIIe PYYHHX HaJalTyBaHh abo HamucanHsA koxy Ha PHP, me Hemae roToBoi cTpykTypm Ta
3aXHCTY.

s 306epiranns nanux obpano PostgreSQL — motyxHy 00'€KTHO-pelsiliiiHy cucTeMy Uil YIpPaBIliHHS
6azamu nanux. el BuOip 3yMoBicHHN BUCOKOIO HafiitHicTio PostgreSQL, norpumanusm ACID-BracTuBOCTEiH,
110 € BXJIMBUMH JUIs 3a0e31eUeHHs LUTICHOCTI )iHAHCOBHX YroJl, i MOMKIIMBICTIO BUKOHYBATH CKJIaHI 3anuTy. B
nopiusiHHI 3 MYSQL, PostgreSQL wyacrime o6uparoTh 3a Kpally BiINoBiaHICTh cTanaaptam SQL Ta Ginbiry
CTaOUTBHICTh TIPH CKIIAJAHUX orepamuisfx. s ¢piHaHCOBOTO 3aCTOCYHKY, IUIS SIKOTO TOYHICTH Ta Y3TOKCHICTH
JTAaHHX € TOJIOBHUMH TIPiOPUTETaMH, TIEpEBary pessniiHoi cuctemu, a came PostgreSQL mag NoSQL-pimenHs M,
SIKI MOXKYTPh HaJIaTH OLTBIIOI THYYKOCTI CTPYKTYPH, aJie 32 PaXyHOK rapaHTiil TpaH3aKIlii, € BU3HAYaJIbHUMHU.

AsTeHTH(DIKaIisT KOPUCTYBAUiB Ta 3aXKUCT TOUOK nocTymy a0 APl peanizosani 3a nonomororo JSON Web
Tokens (JWT). Ha Binminy Bijx 3BHYaHUX cecCiif, 110 30epiraroTb CTaH Ha CEPBEPi Ta MOXYTh YCKJIaIHUTH
MmacmrabyBanas, JWT He 30epiratoTh crany Ha cepBepi. Lle pobuts iX kpamum Budopom s podotu Mixk SPA-
KJITIEHTaMH, MOOUIBHUMHE JIOJaTKaMU Ta CEPBEPOM, OCKIIBKMA KOXKEH 3alUT MICTUTh BCIO MOTPiOHY iH(OpMaIIito
Juist apreHTudikanii. Le crannapTHuii 6e3nedHuii i rHy4kuil miaxin amst cydacHux API.

J11st CTBOpEHHSI KIIIEHTCHKOT YaCTHHU MIPOEKTY, 3 SIKO0 Oe3MocepeIHbo B3aEMO/II0Th KOPUCTYBadi, 00paHa
JavaScript-6i6miorexka React. Y mopisusiHHI 3 iHmmMmu ¢peiimBopkamu, a came Angular aGo Vue.js, React
BiJI3HAYAETHCS OUIBIIOK THYYKICTIO 3aBISKH CBOI KOMIIOHEHTHIH CTPYKTypi 1 opieHtoBaHocTi Ha UI.
Bukopucranns BipryaisHoro DOM rapaHTye BUCOKY IIBHIKICTh OHOBJICHHS IHTEp(ENCy, 1110 poOHUTH HOro 0Lkl
MIBUJIKAM Ta YYTIUBUM [0 Al KOPUCTYyBada, 0COOIMBO BaXXIIUBUMHE Uit SPA.

st ctBopeHHst MOOLTbHUX 3acTocyHKiB st I0S ta Android BukopucToByeThes marhopma EXpo.js, sika
6asyetbest Ha React Native. Lle Hajjae MOXKITHBICTh 3aCTOCOBYBATH OJHY KOAOBY 0a3y JavaScript/React mis o60x
mathopmM, IO € 3HaYHO ehEKTUBHIIINM, HiX OKpeMa po3podka Ha Swift/Objective-C ms i0S i Kotlin/Java ns
Android. ¥V nopisusnHi 3 React Native, EXpo coporiye ¢hopMyBaHHS MOOUIBHHX 3aCTOCYHKIB, JOCTYH O
HaTtuBHUX API, a Takox Mae 6arato roTOBUX MOJYJIiB, 110 TAKOXK € HOTO TIepeBaroo.

Jnst opopminenHs inTepdeiiciB Ta 3abe3medeHHs CY4YacHOTO TPHUCTOCOBAHOTO JH3aiflHy Ha BCiX
mwiatgopmMax BHKOPHCTOBYeThCs (peiimBopk Tailwind CSS. Ha Bigminy Bim 6i0GMiOTEK KOMIIOHEHTIB THITY
Bootstrap a6o Material Ul, 110 HamaroTh roTOBI KOMIIOHEHTH, IKi 3a3BMYaii Baxkko Hajmamrysarty, Tailwind CSS
MPOTIOHYE MiIXiJ] HAa OCHOBI yTWIiTapHUX KinaciB. Lle 3abe3medye MOBHUI KOHTPOJb HAJ BUTISAOM KOXKHOTO
eJIEMEHTY 3a JOIOMOro HabOpy HH3BKOpiBHEBMX KiaciB-yTwiniT CSS, mM03BONISAIOYH MIBHIKO CTBOPHTH
VHIKQJIbHUH TU3aiiH 03 HaITMCAaHHS BEJUKOI KITBKOCTI BIACHOTO KOAY.
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Junst crpykTypyBaHHs Ta 30epiranns Beiei ¢inaHcoBoi iH(opMaLil CIPOEKTOBAHO pessiLiiiHy 0a3y IaHMX.
JeranpHa CTpyKTypa Iii€i 0a3u maHWX, 10 BKIIOYAE BCI TAONUIN Ta IXHI B3a€EMO3B'S3KH, mpeacTtaBicHa Ha ER-
miarpami (puc. 1).

users
+id: BIGINT UNSIGNED (PK)

roles
name: VARCHAR

+id: BIGINT UNSIGNED (PK) email: VARCHAR (UNIQUE)
—name: VARCHAR (UNIQUE) ema:l_ver_uned_at. TIMESTAMP (nullabie)
created_at: TIMESTAMP. password: VARCHAR
updated at- TIMESTAMP remember_token: VARCHAR [nuillable)
e currency_id: BIGINT UNSIGNED (FK, nullable)
----- % created_at: TIMESTAMP

updated_at: TIMESTAMP

¥ For o
[ |
|
|
|
|

Mag OCHOBHY BanioTy,

+
I currencies . | +id: CHAR(36) (PK) !
role_user id: |
U +id: BIGINT UNSIGNED (PK) | type: VARCHAR

+user_id: BIGINT UNSIGNED (FK)
+role_id: BIGINT UNSIGNED (FK)

(PK: user_id, role_id}

code: VARCHAR(3) (UNIQUE) |
name: VARCHAR |
symbol: VARCHAR(S5)

natifiable_type: VARCHAR
notifiable_id: BIGINT UNSIGNED
data: TEXT

read_at: TIMESTAMP (nullable)

created_at: TIMESTAMP T
created_at: TIMESTAMP

v pdated at TIMESTAMP

BO-mmmmmmmmmmm e

:F F updated_at: TIMESTAMP

I

!

o}

A

accounts budgets

: +1d: BIGINT UNSIGNED (PK) +id: BIGINT UNSIGNED (PK)
e user_id: BIGINT UNSIGNED (FK) | O A —o< user_id: BIGINT UNSIGNED (FK)

| +id: BIGINT UNSIGNED (PK)

user_|d: BIGINT UNSIGNED (FK}
name: VARCHAR

created_at: TIMESTAMP
updated_at: TIMESTAMP

currency_id: BIGINT UNSIGNED (FK)
name: VARCHAR

balance: DECIMAL(15.2)

type: VARCHAR (nullable)

category_id: BIGINT UNSIGNED (FK, nullable)
amount: DECIMAL(15,2)
spent_amount: DECIMAL{15,2) (default 0)
< start_date: DATE
my end_date: DATE
period: VARCHAR (nullable)

icon: VARCHAR (nullable}
color: VARCHAR(7) (nullable)

1
1
1
|
! |
J ! |
F created_at: TIMESTAMP | I created_at: TIMESTAMP
1 updated_at: TIMESTAMP ! I updated_at: TIMESTAMP
1 F 1 | -
' T | ! ! !
! 3 paxynky (account_id) IHa paxyHox (related account_id) : !
! i | i i i X . i
i = =
] [+] o & & recurring transactions 1 |
B A A A A ! |
| i +id: BIGINT UNSIGNED (PK} | i
i 7 user_id: BIGINT UNSIGNED (FK) ! i
' M BIGINELNSIOHED (ER) account_id: BIGINT UNSIGNED (FK) 1 jkaTeropin GionweTy
1 user_id: BIGINT UNSIGNED (FK) category id: BIGINT UNSIGNED (FK, nullable} ! |
] account_id: BIGINT UNSIGNED (FK) type: ENUM{‘income’, 'expense’) | I
] related_account_id: BIGINT UNSIGNED (FK, nullable) amount: DECIMAL(15,2) ! 1
1 category_id: BIGINT UNSIGNED (FK, nullablek frequency: VARCHAR | |
] currency_id: BIGINT UNSIGNED (FK) day_of_week: TINYINT (nullable) ! |
1 type: ENUM(income’, "expense’, 'transfer’) day_of_month: TINYINT (nullable) i I
] amount: DECIMAL{15,2) month_of_year: TINYINT (nullable) ! |
] transaction_date: TIMESTAMP start_date: DATE ! I
] description: TEXT (nullable) end_date: DATE (nullable} | |
] created_at: TIMESTAMP next_due_date: DATE i i
] updated _at: TIMESTAMP description: TEXT (nullable} ! |
1 * N4 created_at: TIMESTAMP ! I
' 9 updated_at: TIMESTAMP ! |
i k = ! |
. . | 4 o
| ) ' KaTEropis NOBT. TPaH 3aKul i H
' I
' L | [=] !
1 ! | A E
! d'} Kateropia TRaHIakwi _ categories
2 M +id: BIGINT UNSIGNED (PK)
tag_transaction user_id: BIGINT UNSIGNED [FK, nullable}
+tag_id: BIGINT UNSIGNED (FK) :‘;F:‘;?’E‘{.ﬁ;‘ﬁf::gme‘ A
+transaction_id: BIGINT UNSIGNED (FK) icon: VARCHAR (nulia'hie)
{PK: tag_id, transaction_id} color: VARCHAR(7) (nullable)

is_global: BOOLEAN (default false)
created at: TIMESTAMP
updated_at: TIMESTAMP

Puc. 1. ER-nmiarpama cTBopeHOi 0a3u 1aHUX

OOpaHmii CTEK TEXHOJIOTIH CKIIAIA€ThCs 3 MPOrpaMHOro 3a0e3MedYeHHs 3 BIJKPUTHM BHXITHHM KOJOM,
takoro sik PHP, Laravel, PostgreSQL, React, Expo.js Ta Tailwind CSS. Ile o3Hauae, mo po3pobka Ta
BUKOPHCTAHHSI ITPOIIOHOBAHOTO IMPOAYKTY HE NOTPEOYIOTh BHUTpAaT Ha KOMEpLIHE JILEH3YBaHHS AJs LUX
KJIFOUOBUX KOMITOHCHTIB.

Hapasi po3poOneHuii opraHaiizep 3 KepyBaHHS BHTpaTaMH MPOXOIUTh sK (YHKIIOHAIbHE, TaK i
HeyHKIIOHANBHE TecTyBaHHs. Lle IOMOMOMXKe OTPUMATH 3aCTOCYHOK, SIKMI BiJIIOBiaTHMe BCIM BH3HAYEHHM
BUMOTaM.

Cnucoxk BUKOPHCTAHMX JKepeJ:

1.  [JHoxymentauis PHP  [Enexrponnmiti pecypc] — Pexum pmoctymy 1o  pecypey:
https://www.php.net/manual/uk/

2. loxymenrartis Laravel [Enexrponnuii pecype] — Pexxum goctymy 1o pecypey: https://laravel.com/docs/

3. Joxymentauiss pgSQL  [Enextponnmii pecypc] — Pexum jmoctymy o pecypcy:
https://www.postgresgl.org/docs/

4. ToxymenTaris React [Enexrponnuii pecypc] — Peskum gpoctymy g0 pecypey: https://react.dev/

5. JHoxymenramisi Tailwind [Enextponnuit pecypc] — Pexum pmoctymy g0  pecypcy:
https://tailwindcss.com/docs/
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PO3POBKA IIVIAT®OPMMU IJIS1 OINIHIOBAHHSA TA OBI'OBOPEHHS
®1JIbMIB

Y cygacHOMY I()POBOMY CEpPEIOBHIIII iHTEpEC 0 0OTOBOPEHHS KiHOPIIEMIB Y MEpexkKi 3p0cTae 3 KOKHIM
poxom. KoprcTyBadi mparHyTh He JIUIIE MTepersiaaTa GpuUIbMH, a i TUTATHCS BPaKCHHSIMH, OIIIHIOBATH, 3aJTUIIATH
BIATYKH Ta OpaTH y4acTb B OOTOBOpEHHSX. Y 3B’S3KYy 3 LIMM BHUHMKJIA ifies CTBOPEHHS BeO-IUIaTGOpMH, IO
JIO3BOJIUTH KOPHUCTYBayaM B3a€MOJIISITH HABKOJIO KIHOKOHTEHTY, 3aJIMIIAl0uH BJIAaCHI peLeH3ii, OIlIHKH, KOMEHTapi
Ta CKapru Ha HepopeuHi myOumikarii. s peanizauii npoekty 0yino oOpaHO CTEK TEXHOJOTiH, OPIEHTOBaHUH Ha
MPOIYKTUBHICTH 1 IPOCTOTY po3poOku. CepBepHa yacTHHA MOOyMOBaHa 3a jornoMoroto (perimBopky Laravel,
sKuii 3a0e3nedye dYiTke pO3JieHHsS JOrikn 3a apxitektyporo MVC (Model-View-Controller), mo3sosse
OpraHi3yBaTu 3py4yHe MapupyTu3yBaHHs. [y mpencraBiieHHs iHTep(eicy BUKOPHUCTOBYETHCS LIa0JIOHI3ATOD
Blade, a mna crumizanii - yrumitapauit CSS-¢dpeiimBopk Tailwind CSS, skuii 3abe3nedye MmBHIKE CTBOPCHHS
alaTHBHOT'O CYYaCHOTO JH3aiiHy.

CrpykrypHO IUIaTdhopMa TOIUIAETHCS HAa KiNbKa OCHOBHHUX MOAymiB. Monyns ayreHTH(ikamii Ta
aBTOPH3aLii KEPYe peecTpamiero, BXOAOM i pO3MEKyBaHHSM IPaB IOCTYITY UL KOPHCTYBAUiB Ta aIMiHICTPaTOPIB.
Mopuysp ynpapniHHS (QineMaMy JO3BOJSE aAMIHICTpaTOpaM IOJNAaBaTH, peaaryBaTH, MeperisiiaTH Ta BUOAIATH
¢izpMu. Moaynb OLIHIOBaHHS Ja€ 3MOTY KOPHCTyBadaM BHCTaBIATH (PiTbMaM OIIHKH Ta (OPMYE CeperHii
pedTiHr. Moaynb BiITyKiB Ta KOMEHTapIiB peaji3ye myOIiKallilo peleH3iii KopucTyBauaMH Ta KOMEHTYBaHHS IUX
peLeH3iii IHIMMH y9acCHUKaMH raThopMu. MoyIis ckapr 3a0e3neuye HaJICUIIaHHsI CKapT Ha MOPYILEHHS PaBHII
y BIATyKax i KOMEHTapsIX 3 MOXIIUBICTIO OJAIbIIOT Moeparlil 3 60Ky aaMiHicTpaTopa. KiltouoBOIO CKIIaI0BOIO
eTamy NnpoeKkTyBaHHs atdopmu crano crBopenHs: ER-niarpamuy, sika BimoOpaxae CTpYKTypy pessiuiiHol 6a3u
JIAaHUX Ta B3a€EMO3B’13KH M)XK OCHOBHUMH CyTHOCTAMHU. OCHOBHI CyTHOCTI BKJIIOYaIOTh KOPHCTYBAUiB 3 BKa3aHUMH
possiMu, GiIbMH, BIATYKH, KOMEHTapi 1O BIATYKIB, OIIIHKH, aKTOPIB, a TAKOX CKaprd Ha Binryku. Hampukian,
OIIMH KOPHUCTYBad MOJKE 3aJMINATH 0araTo BiATYKiB, KOKEH (IBM Ma€ KijdbKa OILIHOK i KOMEHTapiB, a TaKOX
noB's3aHuil i3 OarateMa aktopamu. [lepenOadeno 30epiraHHA ckapr Ha HemopedHi perensii. Taka momenb
3a0e3medye THYYKICTh 1 MacIITabOBaHICTh CHCTEMH.

ER-giarpama 6a3u naHux mpexacraBieHa Ha puc. 1. Sk yxxe Bim3Hawanocs, ER-mgiarpama Bigirpae BaxxnuBy
poJB y Bi3yamizarii JIoTiku moOyZoBH 0a3u JaHUX 1 JOIOMarae HaOYHO 3PO3YMITH 3B’SI3KM MK TaOJHISIMH, IO
HaJaJi COpOIIy€e peati3allito Mirpariii, HanmuCaHHs 3aMUTiB Ta 3a0€3MEYCHHS IUTICHOCTI JaHUX Y CHCTEMI.

Puc. 1. ER-nmiarpama 6a3u qaHux

VYes noOynoBaHa CTPYKTypa JO3BOJISIE MIATPUMYBATH YHCTY Ta PO3LIMPIOBaHY KOJIOBY 0a3y, A€ KOXKEH
KOMIIOHEHT BUKOHY€ YiTKO BU3HAUCHY PoJib. Lle He JuIie cipomrye miaTpUMKy Ta pO3BUTOK CHCTEMH, a i J03BOJISE
JIETKO BIIPOBA/DKYBAaTH HOBI (DyHKIIOHAJIBHI MOXJIMBOCTI B MaiiOyTHbOMY, HaNpHKIaj, peali3amilo MOLIyKy
¢inpMmiB yepes 30BHImHIA AP, nepconanizoBani pekoMeHaamii abo miaTpumMKy memiadaiinis.

Cnucoxk BUKOPUCTAHMX JIIKepeJI:

1. Laravel — The PHP Framework for Web Artisans [Enexrponnuii pecypc] — Pexxum gocrymy 10
pecypcey: https://laravel.com/

2. Tailwind CSS — Rapidly build modern websites [Enexrponnuii pecypc] — Pexum goctyiy 10 pecypey:
https://tailwindcss.com/

3. MySQL :: MySQL Community Edition [Enextponnuii pecypc] — Pesxxum goctymy 1o pecypcy:
https://dev.mysql.com/
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JOCJII)KEHHS ITPOIECIB TIPUMAOMY TA IEPEJAUI BIOMEJIMYHHUX
CHUTI'HAJIIB 3A JOIIOMOI'OIO IOT-TEXHOJIOI'TAU

biomenuyHi cUrHanM — Il CUTHAJM, SIKI TEHEPYIOTHCS B OpPraHi3Mi JIOJUHM Ta MOXYTh BimoOpaxkaTw
iHpopMauio npo QiziosoriuHi mpouecH, sKi y HbOMY NPOXOZSTh. BOHM € BaXKJIMBHUM JDKEPEJIOM JaHHUX Y
MEIUIMHI, OCKIJIbKM HaJaloTh MOXJIMBICTh OLIHWUTH CTaH OpraHi3My 0e3 HpsSMOro BTPYYaHHS. 3 PO3BHTKOM
texHonoriit [areprery Peueit (IoT) BHHMKArOTH HOBI MOXKJIMBOCTI AJII MOHITOPHHTY 1 YIIPaBIIiHHS 370POB’SIM
TAIlI€HTIB, IO CYTTEBO IOKpAIIye€ SKICTh MEAWYHOTO OOCITyroByBaHHA. bioMemwd4HI CHTHamM, Taki SK
enekrpokapuiorpamu (EKT), enextpoenuedanorpamu (EEL), piBeHP KHCHIO B KpPOBi Ta iHII MapaMeTpH, €
KIIFOYOBUMH [UTS TIaTHOCTUKH, JIKYBaHHS Ta NMPO(DITaKTHKH 3aXBOpIOBaHb. |HTerpamis mux curHaiiB 3 [oT-
CHCTEMaMH BiIKPUBAE HOBi TOPU3OHTH I 0€3JpOTOBOTO MOHITOPHHTY, TUCTAHIIITHOTO KepyBaHHsI Ta iHTerpartii
JaHUX y peaJbHOMY Yaci.

3a nanumu nociigHubKoro arenreTBa Transforma Insights, no kinnst 2030 poky 4acTka ceKTOpy OXOpOHHU
30pOB’sI B PO3BUTKY iHTEpHETY peueii cranoButume $4,7 mup, mo Bianosigae 17 % ycporo pusky [oT. Internet
of Things € mepexeto 3 pi3MIHUX 00’€KTIB 1 MPUCTPOIB, SKI MOXKYTh OOMIHIOBATHCS MiX CO00I0 iH(OpMAaIi€0
Beenenns texuosorii [oT y MeauIiuHi 103BOIMIO CIIPOCTUTH MPOBEACHHS OIEPaIliif, MOKPAIIUTH TOCBI[ JTiKaps
i/ YaC MOHITOPHHTY 370POB’S MAIli€HTIB, KOHTPOIIOBATH BUTPATH, ITiABUIIIUTH MPOAYKTHUBHICTH [1].

Puc. 1. Tlpuknan Bukopucranus [oT y meauiuni [1, 4]

AxTyanpHICTh TEMH 00YMOBJIEHa NOTPe0OI0 B po3po0ili eheKTUBHIX METOJIB AJIsl IPUIOMY Ta repeaayi
6iomenuunux curnainis yepes loT-mnardopmu. 3o0kpema, icHye HeOOXiHICTh B MiIBUIIEHHI TOYHOCTI, HAAIHHOCTI
Ta Oe3neKyu nepenadi MEINYHUX JAHUX, @ TAKOXK B onTuMizanil Bukopuctanus loT-pecypciB s 3abe3nedeHHs
HIBHIIKOTO 1 6e3mepebiiiHoro ooMiny iHdopMarriero.

Merta naHoi pobOTH IOJISITAaE B JAOCIIKEHHI MPOLIECiB NMpUHOMY Ta nepenadi 0ioMeIMYHUX CUTHAIIB 32
norromororo loT-rexHomorii. s focsSTHEeHHS i€l MEeTH HeoOXiqTHO BUPIMINTH KiJIbKa 3aBJaHb: IpOaHali3yBaTh
ocHOBH [0T 11 METUYHUX 3aCTOCYBaHb, OLIHUTH METOAM 300py i 00poOKHM OiOMEIWIHHUX NAHWUX, PO3TISIHYTH
MIPOTOKOITH 1 TEXHOJIOTI mepenadi nanux B [oT-cucTemax, a Tako) BUBYHUTH BILIHB 30BHIIIHIX (aKTOPiB HA SKICTh
CUTHAJIIB.

O0’eXTOM JIOCTIIKEHHS € TpolecH 300py, mepenadi Ta 00poOku OioMeIMYHUX cHUTHANIB B paMkax [oT-
IHPPACTPYKTYPH, a MPEIMETOM JOCIIKECHHS € METOIH 1 3aco0m, o 3a0e3neuyroTh eeKTHBHY iHTErpariro i
YIPaBIiHHS MEAUYHUMH JaHHMHU.

VY po6oTi poBeneHO MeTaNbHUI aHAl3 METOIB 300py Ta 06poOKu Giomeauunux ganux mis loT [1-3],
BKITIOYAIOYN PO3TIISL]] KOHKPETHHX THIIB CEHCOPIB Ta IXHIX XapaKTepHUCTHK (TOYHICTh, €HEPrOCHOXHMBAHHS,
po3MipH), aHami3 METOHIB CTHCHEHHS HaHWX M edexkTuBHOI mepenaui uepe3 loT-mepexi, HaBeneHO ommC
ANTOPUTMIB Tonepeansoi 00poOku curHamiB ((impTparmis nrymiB, ycyHeHHs apTedaktiB). Po3rmsHyTi MeTomau
300py OioMeaWYHHMX [aHUX JAEMOHCTPYIOTh PI3HHHM piBeHb €(QEKTHBHOCTI MO0 TOYHOCTI BHMIipIOBaHb,
€HEproCI0oXKMBaHHS Ta KOMIIAKTHOCTI CEHCOpPiB. BHOIp KOHKPETHOrO ceHcopa BH3HAYA€THCS THIIOM CHTHAIY,
BUMOTaMH JI0 TOYHOCTI JIarHOCTHKH Ta OOMEKCHHSIMHU IIOJ0 MOOUIBHOCTI Ta TPUBAIOCTI pOOOTH MPHCTPOIO.
oo meroniB 0OpOOKH, aNTrOPUTMH TMONEpeaHboi (QinbTpamii € eeKTUBHUMK y 3MEHIICHHI pPiBHS IIYMIB Ta
apredakTiB, OO0 MiABHIIYE SKICTh MOJANBIIOrO aHamizy. OJHAK, CKJIAIHINI alTOpPUTMH MOXXYTh BHMAaraTh
3HAYHHUX OOYMCIIOBAJIBLHUX PECYPCIB Ta €HEprii, 10 € KPUTHYHKUM i1 MasionoTyxHux loT-npuctpois. Meronu
CTHCHCHHSI TAaHWX € HEOOXITHWMU JUIsl ONTHMI3allil Iepenadi BeIUKUX 00csriB OioMennvHol iHGopMaIllii gepes
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Mepesxi 3 00MEKEHOIO MTPOITYCKHOIO 3/IaTHICTIO, aJlie CTYIiHb CTUCHEHHS MOXE BIUIMBATH Ha TOYHICTh BITHOBJICHHS
CHUTHAITY.

Posrisig mpoTokodiB Ta TeXHOJOTIH nepenayi fanux B [oT-cucTeMax s MEIUYHAX 3aCTOCYBaHb BKITIOYAB
nopiBHsUTbHUE aHami3 pi3HEX nporokodiB (MQTT, CoAP, HTTP) 3 Toukm 30py HamiffHOCTi, 3aTpUMKH,
eHeproe(heKTUBHOCTI Ta GE3TEKH, OTIIL TEXHOMOTIH Ge3mporoBoro 38’ 13Ky (Bluetooth Low Energy (BLE), Wi-
Fi, LoORaWAN, NB-IoT) Ta iXHBOI TPUAATHOCTI IS TIepeaadi pi3HUX THIB OGiOMEIHYHHX CHTHAIiB. BuGip
ONTUMAJIFHOTO TPOTOKOJIY Ta TEXHOJIOTii 0e3qpoToBOro 3B’S3Ky Ui mepenadi Oiomenudamx maHux B [oT-
CUCTeMax 3aJIeXKHUTh Bi cenn()ivHIX BUMOT KOHKPETHOTO CIICHAPII0 MEAMYHOTO MOHITOPHHTY, BKIIOYAIOUN THII
JIaHUX, YacTOTY TIepeadi, BAMOTH JI0 HaJiiHHOCTI, 3aTPUMKH, eHeproe()eKTUBHOCTI Ta pajiyc Aii.

Jns cuenapiiB, 0 BUMararTh Iepejadl HEBEJMKUX OOCATIB JaHWX 3 HHU3BKOIO YacTOTOI, TaKHX SIK
MOHITOPHHI TEMIIEPaTypH Tija, piBHs KUCHIO B KpoBi (SpO2) abo 4acToTH cepleBUX CKOPOUYCHb Y CTAIllOHAPHUX
yMmoBax abo Baoma, BLE € eneproedexTiBHMM Ta JH0CTaTHBO HaIiifHUM BapiaHTOM JUIS 3B 53Ky 3 JIOKAJIbHUM
xabom abo cmaptdonom. [Iporokon MQTT e nmerkum Ta 100pe MiaXOAUTH IS Tepeiadi TEISMETPUIHUX TaHIX
JI0 XMapHHX IIaT(GOpPM 3 HU3BKHM EHEPrOCIIOKUBAHHSIM.

Y Bumankax, Koiu motpioHa mepemaya OLTHITNX 00CSTIB TaHUX ab0 MOTOKOBHUX AaHuX (Hampukian, EKT,
EET) y Meskax mikapHAHOT Mepexi abo B yMOBaX HasBHOCTI CTabinbHOTO iHTepHET-3 €qHanks, Wi-Fi 3a0e3meuye
BHCOKY TPONMYCKHY 3MaTHICTh Ta HHU3BKY 3aTpuMKy. IIporokom HTTP/HTTPS € 3arambHONPHMHSITAM IS
nepeaadi Be0-OpieHTOBaHUX JaHUX Ta iHTerpamii 3 icHytounmu I T-iHppacTpykTypamMu.

Jis crieHapiiB QUCTAHIIIITHOTO MOHITOPHHTY Ha 3HAYHUX BIiICTaHAX a00 B yMOBaxX CIaOKOTO MOKPHUTTS
Tpamumiianx Mepex, TexHouorii LoORaAWAN Tta NB-10T € nepcriekTuBHUME 3aBISKH IXHIH BENUKIH NaTbHOCTI
3B’513Ky Ta HU3bKOMY eHeprocnoxuBaHHio. [Iporokon COAP, po3pobinenuit mis pecypc-oOMeKeHUX MPUCTPOIB,
Moxe OyTH eheKTHBHUM BHOOPOM JUIsl Iiepeiadi JaHux yepes 1i Mepesxi. OTHaK ci1iJ1 BpaxoByBaTH TXHIO BITHOCHO
HH3bKY MPOITYCKHY 3JIaTHICTh Ta MOXJIMBI 3aTPHUMKHU.

JUJ1sl KpUTHYHO Ba)KJIMBHX 3aCTOCYBaHb, Jie MOTPiOHA BHCOKA HAIHICTh Ta HU3bKa 3aTpUMKa (HAaIpUKIIa,
CHCTEMH JUCTAHLIHHOTO KEePyBaHHS MEIMYHUMH MPUCTPOSIMH ab0 CHUCTEMH TPUBOXKHOT'O CIIOBILCHHS), CIiA
HaJ[aBaTH IepeBary MpoTOKOJIaM Ta TEXHOJIOTISAM 3 TapaHTOBAHOIO AKICTIO 00cayroByBaHHs (QoS) Ta pe3epBHUMH
KaHaJIaMH 3B’ S3KY, SIKIIO 1€ MOKIIMBO.

[Mutanns Oesmekn Ta KoH(DimeHMIHHOCTI mepenavi 6iomennyHuX HaHuX B loT-cucTemax posrisIHYTO 3
ypaxyBaHHSIM aHaJi3y MOTCHIIHHWX 3arpo3 Oe3memi (mepexorvieHHs, MoauQikaiis maHWX, KibepaTakd Ha
MPUCTPOTi), BUOOPY MeTOIB MmH(PYBaHHS JaHUX (HA MPHUCTPOI, i Yac Iepeiadi, Ha cepBepi), a TaKoxK BHOOpY
MeXaHi3MiB ayTeHTHU(]IKaIlii Ta aBTOpH3alii KOPUCTYBadiB i MPHUCTPOIB. ABTOpPaMH MiTHIMAETHCS MUTAHHS
BIAMOBITHOCTI HOPMaTHBHMM BUMOTaM LIOJ0 3aXHCTY MEPCOHAIBHUX MEAMYHUX naHux (Hampukian, GDPR,
HIPAA).

[MpakTryHe 3HAa4YeHHS pPOOOTH TOJIATa€ y BIPOBA/PKEHHI OTPUMAHUX pe3yJbTaTiB y pPO3poOOKy i
BIockoHaNeHHs loT-cucrem aisi MeAMYHUX IiNIel, IO CHPUSATHME IOJINIIEHHIO SKOCTI TeleMeIMYHOro
MOHITOPHUHTY Ta ITiIBUIIEHHIO €()eKTUBHOCTI YIIPABIIiHHS 3/I0POB’IM MaiieHTiB. [IpakTHYHI acrieKTH po3poOKH Ta
BrpoBajpkeHHs [oT-cucteM /i TeeMeAMYHOT0 MOHITOPUHIY MOXJIMBI 32 OIMCOM apXiTeKTypu THnosoi loT-
CHUCTEMH JUII MOHITOPHHTY OiOMEIWYHHX CHTHANIB, OCKUTBKH PO3TJSHYTO THTAaHHSA IHTEpPOIEpadeNbHOCTI 3
ICHYIOUNMH MEJINYHUMH 1H(GOpMALifHIMH CHCTEMaMH Ta 3[IHCHEHO aHaji3 BUMOT O €Heproe(EeKTHBHOCTI Ta
ABTOHOMHOCTI IIPUCTPOIB.

[MutaHHa 3py4YHOCTI BUKOPHCTaHHS Ta MPUHHATHOCTI CHCTEM MAllieHTaMH Ta MEAWYHUM IEPCOHAIOM i
€KOHOMIYHI acreKTH BrpoBampkeHHs [oT-cucTteM y MeIWIHI MOMIIHBI TPU BIPOBAHKEHHI B peajbHI yMOBH
BUKOPHCTAHHSI TAKMX CUCTEM, 1110 Oy/ie 3/1iHCHEHO B HAOIMKIMI yac.

Cnucok BUKOPUCTAHHUX IIKEepeJI:

1. IoT y w™emguuuHi: Bix Teopil OO0 peadbHHX KeiciB — Pexum mgoctymy 10 pecypcy:
https://hub.kyivstar.ua/articles/iot-u-medyczyni-vid-teoriyi-do-realnyh-kejsiv
2. loT Privacy and Security: Challenges and Solutions — Pexum goctymy 10 pecypey:

https://www.mdpi.com/2076-3417/10/12/4102/pdf 7.

3. 7 design principles for 10T — Pexxum moctymy 1o pecypey: https://futurice.com/blog/7-design-principles-
for-iot

4. Bluetooth low energy possibilities in healthcare [Enextponnmii pecypc] — Pexum nocrymy:
https://www.electronicspecifier.com/news/blog/bluetooth-low-energy-possibilities-in-healthcare
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Mamoiinos B.I1., a.1.H., npodecop
BopothikoB B.B., A.T.H., 1011eHT
Leporcasnuil ynigepcumem «Kumomupcoka noaimexixay

OBMEXEHHS TA IIEPCIIEKTUBHU BITPOBA/PKEHHS PDM HA BA3I
MIKPOKOHTPOJIEPIB

BrpoBamkeHHS CKITaTHIX CHCTEM JiarHOCTHKH OOJNIaJHAaHHS BHMAarae BiJl KOMITaHIl YiTKOTO BH3HAYCHHS
ctepu iX 3aCTOCYBaHHSA, OCKUJIBKM BIHCOKA BapTICTh 1 TEXHIYHA CKIIAJHICTh 3HAYHO 0OMEXYIOTh IOTSHIIHHI ramy3i
BUKOpHCTaHHA. lle TBepmKeHHA IJIKOM CHpaBeMIMBe W U1 MeToxy NporHo3yBaHHsA craHy (Predictive
Maintenance, PdM). Hanpuknan, s epexruBHoi po6otn PAM wacto nmorpiOHa Hajg3BMUaAilHO BUCOKA 4acToTa
300py AaHUX, TOPSIKY COTEHb Kiorepil. Jluie 3a o1uH 00epT Takoro NPOMHCIOBOTO 00T HAHHS, SIK BEHTHIATOP
abo0 peayKTop, 00cAT 3i10paHUX JaHUX MOXKE CSATAaTH COTCHb THUCSY OJMHUIB. 30epekeHHS Ta 00poOKa TaKux
3HAYHUX MacuBiB iH(OpMaIlil BUCYBa€e Cepiio3HI BUMOTH 0 OOUMCIIOBAILHUAX PECYPCIB 1 IIBUIKOIT IIPOIIECOPIB.
3BICHO, JUIsl Cy4aCHHX MOTY)KHHX HACTIJIbBHUX KOMIT'IOTEpiB 00poOKa TakuX 0OCSTIB JaHUX HE CTAHOBHUTH 3HAYHOT
npobnemu. OpmHak, iHTerpaiiss meromie PAM Oe3mocepenHb0 B MPOMHUCIOBE OOJAHAHHSA YacTo mepeadadae
BUKOPHCTAHHS MIKPOKOHTPOJIEPIB, SKi MAIOTh CYTTEBO OOMEKCHI OOUMCITIOBAJIFHI MOXKIMBOCTI Ta OOCSITH TIaM'ATi.
BukopucranHs X TOTY)KHHX HporpamoBaHux Jsoriganx koHTpoinepiB (IIJIK) i1 po3pobOka cremiamizoBaHOTO
mporpaMHoro 3abesnedeHHs sl PAM mifg KOHKpeTHy MAallWHYy BHMArae Bill MPOTpaMicTiB DIMOOKHUX 3HAHD Y I
BY3bKil ramys3i, 10 TaKoX CIOBUIbHIOE notmpeHHs PAM. Came ToMy, 3 METOIO 3/ICIIIEBICHHS CHCTEM MIPOTHO3YBaHHS
CTaHy, IHIKCHEePH LN OULIXOM PO3POOKH 1HTEIEeKTya bHIX MaTINKiB Ha 0cHOBI MEMS (MikpoeneKkTpoMexaHiTHIX
CHCTEM), SIKI BKJTIOUAKOTh B ceOe BOyIOBaHUI MiKPOKOHTpoJIep. Inest mossrae B Tomy, 11100 nepBrHHA HU(poBa 00podKka
CHTHAJTy BUKOHYBAJIacs 0e3rmocepeiHbo Ha PiBHI garumka. [y peanizaitii CKIaqHuX 00YKCICHh B YMOBaX OOMEKEHHX
pecypciB JaTurKa BUHHKIIA HarajibHa TOTpeda y BIOCKOHAJICHHI ICHYIOUUX arOPHUTMIB 00poOKy curHaiiB. HaitOimbin
MOIIMPEHUMHU  aJTOPUTMaMH, SIKI TPAIULIHHO 3aCTOCOBYIOTHCSI B METONAaX IPOTHO3YBaHHS CTaHy, € IIBHJKE
neperBopennst yp'e (Fast Fourier Transform, FFT), cuaxponne ycepenHeHHs B yacosiii oonacti (Time Synchronous
3apekoMeHIyBay cede B cucremax PAM, ane ix oOuucmoBanbHa IHTEHCHBHICTh BUMArae€ BUKOPUCTAHHS MOTYXHUX
00UYNCITIOBAaTIPHUX TPUCTPOIB. Y TpoOIeci po3poOKH JaTYUKiB 3 iHTErpoBaHUMHU anroputMamu PAM poOnsTecs
crpoOW ONTHMI3yBaTH BUIIE3TagaHi alTOPUTMH IUIIXOM 3aCTOCYBaHHS TEXHIK MomykKy B Tabmumsax (look-up
tables) Ta anroputmy Kirenmoy (Clenshaw algorithm). Hanmpukiman, 3acTocyBaHHS IIUX ONTHMi3amiil TO3BOIHIO
3HAYHO MPHUIIBHUIIIUTH BUKOHaHHA peansHOro FFT — mo 14 pasiB mopiBHSHO 3i crangapTHuM airoputMoM FFT.
3aBASKM TakMM ONTHMI3allisiM CTaJI0 MOXIIMBMM BUKOHaHHA oOumcieHs anroputmy FFT Gesmocepeanbo Ha
JIATYNKY, BUKOpHCTOBYIOuH MikpokoHTpoiep AVR32UC30512C. Ilomo amroputmy BEA, pesymeratu ioro
ONTHMI30BaHOI peanizalil TakoX IOKa3aJld 3HauyHE IPUCKOPEHHS — y § pas3iB MOpIBHSIHO 31 CTaHJAPTHUM
anroputMoM. OJIHaK, 1IbOTO PiBHSI MPUCKOPEHHS BUSBUIIOCS HEAOCTATHHO JJIsl IMPOKOTO 3aCTOCYBaHHS BIJIHOCHO
HEIOPOTHX MIKPOKOHTPOJIEPIB Y CUCTEMax BiOPOIIarHOCTUKH. SIK HACHIIOK, JaTYMKKA BIOPOIIAarHOCTUKHU i J0CI
3aJMIIAIOTHCS Y BHCOKOMY IIIHOBOMY CEIMEHTi, IO CTPUMYE iXHE MacoBe BHUKOPHCTaHHS B CHCTEMax
MPOTHO3YBaHHS CTaHy oOnajHaHHs. TakuM YWMHOM, MOUIMPEHHS CHCTEM PaHHbOTO BHUSBIICHHS HECIIPABHOCTEH
JOTerep He Ha0y/lno O4iKyBaHOrO UIIMPOKOro po3ropraHHs. OCHOBHa NpUYMHA TIOJISITAE B TOMY, IO
00YHMCITIOBAaTIPHOT TOTYXHOCTI JEIMICBUX JIHIHOK MIiKpOIPOLECOPiB HEAOCTaTHRO IS e(EeKTHBHOI 0OpOOKH
CKIagHuX anroputMiB PdM, a BHKOpHCTaHHS TOTY)XHHX IPOIECOPIB 3HAYHO 301NMBIIye 3araibHy BapTiCTh
CHCTEMHU.

OTxke, IS TOMOMAHHS IOro Oap'epy HEOOXiJHO MPOJOBXKYBATH JOCTIDKEHHS Yy JIBOX KIFOYOBUX
HaMpsIMKaX: BIOCKOHAJCHHS ICHYIOUMX QJIOPUTMIB IIPOTHO3YBAaHHS CTaHy 3 METOK0 3HIKCHHS IXHBOT
00YHCITIOBAIBHOI CKIIAJHOCTI Ta pO3pOOKa HEJOPOTHX IHTENIEKTYaIbHUX JIaTYMKIB, 30aTHUX BUKOHYBATH 3HAYHY
4acTUHY 00poOKH maHuX Ha 0opTy. [lapanenbHo 3 UM, BaXKJIHBUM € CTBOPEHHS EKOHOMIYHO €(DEeKTUBHHX CHCTEM
OTOBIIIECHHS PO BHSIBJICHI HECIPABHOCTI Ta 30epiraHHs MiarHOCTHYHHX IaHUX, IO JO3BOJUTh KOPUCTyBayam
CBOEYACHO pearyBaTy Ha MOTEHINMHI MpoOieMu Ta 3anobiratu cepio3HUM MmojioMkaM oOmagHaHHs. [Tomanpmmit
Oporpec y HampsAMKY 3a3HAYCHHUX [OOCHIDKEHb BIAKPHE ILUIIX [0 M[IMPIIOTO BIPOBADKCHHS CHCTEM
MPOTHO30BAaHOTO CTaHy, IO MPH3BEAEC [0 3HAYHOTO MiNBUIICHHS HAIIHHOCTI Ta €QEKTHBHOCTI pPOOOTH
MPOMHUCIIOBOTO OOJIaTHAHHS.

Cnucoxk BUKOPUCTAHMX JKepes:

1. 3acobu opranizanii cucTeMu TeXHIYHOTO 0OciyroByBaHHs [ EnexTponnuii pecypc]. — Pexum pocrymy:
https://www.researchgate.net/publication/356887866_Tehnologii_ta_zasobi_organizacii_sistemi_tehnicnogo_ob
slugovuvanna
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3ACTOCYHOK IJIAA TPOJAXKY ABTOMOBLJIIB

VY 3BHYaHMX CUTYaLisX KYIBIS Ta MPOAAaX aBTOMOOLIIB BUMAaraioTh e()eKTHBHOTO IHCTPYMEHTY, SIKHIA
MOETHYE 3PYUHICTB, O€3IeKy Ta MIBUAKICTH 0OMIHY iH(pOpMaliero. Y mporeci NpOoeKTyBaHHs OyJM OTJISHYTI Ta
MpOaHaJi30BaHl ICHYIOYi aHAJOTH IMPOrpaMHOTO NpoxaykTy. HaiiOimemr Bmi3HaBaHMM cepBicoM B YKpaiHi €
AUTO.RIA [1] — nnmatdopma, 106pe 3HaiioMa KOpUCTyBauaM, sKi MparHyTh KyNHTH a6o TpoJaTH aBTo. i
nepeBaraMy € HasBHICTb IIMPOKOI 0a3M OToJIOIIEHb, TOTYKHUX (PiIbTPIB MOMIYKY, nepeBipku VIN-koxy, 3pydHUi
iHtepdeiic Ta Bucoka JoBipa 3 00Ky KopucTyBauiB. Ognak Bapto BpaxyBaTd, 1o AUTO.RIA € miatHum
cepBicoM, IO OOMEXye MOXIHBOCTI O€3KOIITOBHOTO PO3MIIIEHHS OTOJOIIEHb, OCOOJIHMBO U IMEPECiTHOTO
KOPHCTYyBaya.

Ha Binminy Bix AUTO.RIA, po3po0Giennii 3aCTOCYHOK € MOBHICTIO 0€3KOIITOBHUM i IPONIOHYE TIPOCTHHA
Ta IHTYiTHUBHO 3po3yMinmii iHTepdelic, HamilfHi MeXaHI3MH IEPEeBIpKHA OTOJOMICHh Ta IHCTPYMEHTH IUIS
0e3nocepeHbOro CHUIKYBaHHA MK HOKYNISIMH Ta NpojaaBmsaMu. Lle poOute miatgopmy TOCTYHHOKW s
KOXKHOTO, 3a0e3ledyroun Mpo30picTh Ta Oe3MeKy Ha BCIX eTamax KYyMIiBIi-IPOAaxy aBTo. Pericrpamis Ta
aBTOpU3allis JO3BOJISIIOTH OTPUMATH JOCTYI J0 OCcOoOMCTOro KabiHeTy. PeanizoBaHO MOXIJIMBICTH NEperisimy
KaTaJloTy aBTOMOOLTIB, BHKOPHCTOBYIOUM (iNbTPAlil0 32 MapKOK, POKOM BHIYCKY, CTAHOM Ta IIHOBHM
niarmazonoM. [loTpiOHI mpomo3uiii Mo)KHa 3HAWTH 3a JIOMOMOTOI0 PO3IIMPEHOro mouryky. Jlms mponaasiiB
JOCTYNHUI (YHKIIOHAT PO3MIIeHHsT oroJiomeHb uepe3 cepsic Cloudinary, skuii 103BOjIsiE OE3KOIITOBHO
3aBaHTaXyBaTH J10 TpboX (ororpadiii. Takox peanizoBaHO HU3KY JOAATKOBUX MOCIYT, SIKi MPOMIOHYE po3polieHa
CHCTeMa, HANpUKIaJ] IPIOPUTETHE NPOCYBaHHsS OTOJIOIIEHb 3a JOJATKOBY Iuiary. Mojeparopu HpOBOJASTH
Bepu(ikamito aBTOMOOLTIB, MOOK TEpeKOHATHCS, MO iH(popMalis € JocToBipHOI. KopucryBadui OTpHUMYIOTH
CHOBIIIEHHS Tpo cTaTyc Bepudikamii gepe3 cepBic EmailJS. Kpim Toro, 3a momomororo VIN-komy cuctema
ABTOMAaTUYHO BH3HAYA€ MapKy Ta MOJEINb TPAHCIOPTHOTO 3ac00y. YUacCHHKH IUIaTGOPMU MOXKYTh CIIIKYBaTHCS
4epes CHCTEMY 4Yarty, siKa J03BOJISE IIPOJABLIM 1 TOKYIIIISIM OOTOBOPIOBATH JIeTalli yroau. Y CHelialbHOMY pO3iii
MOJKJIMBO BiTHAHTH HOBWHH, TIOB’sI3aHi 3 aBTOMOOUIsAMI. B ocobncTomMy kabiHeTi KOpHUCTyBada BimoOpakaeThes
ICTOpIist pO3MIIIIEHHX OTOJIOIIEHb, a TAKOX JaHi Ipo ixHil craryc.

ApXITeKTypa 3aCTOCYHKY 0a3yeThcsi Ha Mojeni KiieHT-cepBep. CepBepHa uacTHHA, PO3poOJicHa Ha
wiatdopmi Node.js, 3a0e3medye BUCOKY MPOIYKTUBHICTh OOPOOKHM 3aMUTIB I ACHHXPOHHE BHKOHAHHS OMEparlii.
bibmioTeka React BHKOpHUCTOBYEThCS AJisl peamizaiil KIIEHTCbKOI YaCTHHH, IO JO3BOJMIO CHPOEKTYBATH
JUHAMIuYHUK iHTepdeiic 3 BUCOKOK MIBHAKOAiE. [HTepdelic MOoXKHA anantyBaTH 10 PI3HHX INPHCTPOIB i
wiaTGopM 3aBASKM BHKOPHCTaHHIO Cy4aCHHX IHCTPYMEHTIB po3poOku. MongoDB € OCHOBHOIO CHCTEMOIO
30epiraHHs JaHUX 4dYepe3 CBOI0 THYYKICTH Yy poOOTI 3 HAMIBCTPYKTYPOBAHUMH JaHHUMH, MOXIUBICTB
TOPU30HTAILHOI0 MaclITabyBaHHs Ta BUCOKY NPOAYKTUBHICTB IIPH OIEpallisiXx YUTaHHA Ta 3anucy. Lle ocobmmuBo
Ba)KITUBO JJISI CHCTEM, y SIKHX CTPYKTypa JaHHX IPO aBTOMOOLTI 3MIHIOEThCA. Y 0a3i JaHWX OCHOBHUMH €
koureknii User Ta Cars, siki moB’s3aHi Mixk co0010 JIOTigHOIO cTpyKTyporo. Konekrist User 30epirae iHdopmartiro
PO KOPUCTYBaYiB: eICKTPOHHY MOLITY, iM’s, IAPOJIb Ta PiBEHb JOCTYILY (HANPHKIAMA, 3BHYAHUA KOpUCTYBad
abo anmmimicTparop). ['onoBHe mNpu3HAYCHHA IIi€l KOJEKIii — 3a0e3MedyeHHs aBTeHTUQIKaIil, peecTparii
KOPHUCTYBayiB Ta yHpaBiiHHs TXHIMHU npaBamu noctyny. Konekuis Cars omucye aBToMoOLIl, SIKi KOpUCTyBadi
MOXYTh JOAaBaTH J0 CHCTEeMH. TyT 30epiraroThCs TUI TPAHCIOPTY, Ha3Ba, aerani, ¢gorto, VIN-kox, Opewn,
MOJIeIb, CTaTyC BUKOPHUCTaHHs (HampHKIaJ, HOBHMH abo BXKMBaHMi), NepeBipeHuil craH (BepuikoBaHe
OTOJIOIICHHS a00 Hi), IiHa, AaTa PO3MIIICHHS i 3aKIHYCHHS OTOJIOIICHHS.

Po3pobniennii  1ogaTok MPOXOAWTH SIK (QYHKIIOHANBHE, Tak 1 He(pyHKIOHaJbHe TecTyBaHHs. lle
3a0e3Me4nTh BIANOBIIHICTH IPOrPAMHOIO 3a0€3Me4YeHHs BCIM BHMOraM Ta CTaHAapTaM, L0 € KIIYOBUM
ACIIEKTOM Y TPOIIeci pO3pOOKH.

CnHCcOK BHKOPHCTAHHUX JIKepeJt:

1. AUTO.RIA [ExextpoHHuii pecypc] — Pexxum mpoctymy mo pecypey: https://auto.ria.com/uk/

2. Hoxymenraniss  Node.js [EnekrpoHnuit pecypc] — Pexum moctymy 1o pecypey:
https://nodejs.org/en/docs/

3. Joxymenrarntis  React [Enmextponnuit pecypc] — Pexmm goctymy J0  pecypey:
https://react.dev/learn

4, Joxymenranis  MongoDB  [Enextponnuii pecypc] — Pexum goctymy 1H0 pecypcy:

https://www.mongodb.com/docs/
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Cexuin 4. Inpopmayitini mexnonoeii ma menexomyHikayii

YK 004
Taabko I1.B., 3100yBau
I'pap M.C., Ph.D., nouenr

Leporcasnuii ynisepcumem «Kumomupcoka noaimexmixay

AHAJII3 THYYKHX METOJOJIOT T YIIPABJIHHA IT-ITIPOEKTAMMU:
AGILE, SCRUM, KANBAN

Y cy4acHHX yMOBax CTPIMKOTO PO3BUTKY iH(OPMAIIIHUX TEXHOJOTIH Ta MOCTIHHMX 3MIH y BHMOTrax
3aMOBHHKIB OCOOJMBOi aKTyaJIbHOCTI HaOyBalOThb THYYKI METOJOJIOTIi YHpaBmiHHSA mpoektamu. OTHEMHU 3
HaNTIOMMPEHIMINX TAaKUX miaxoais € Agile, Scrum ta Kanban.

B onwiii i3 cBoix poGit Andre Caron Zanezi ckazas: «Agile € peaqicTHIHHM i aIANITHBHUM ITiIXOIOM IO
METOZIB YIIPaBIIiHHS IPOSKTaMH IIHPOKO 3alHATI B KUTBKOX ceKTopax OizHecy. B emoxy mBuakoi Tparchopmariii
Agile po3BUTOK BiTOMHIT THM, IIIO Ma€ CIIPaBY 3i CKJIaIHUMH IIPOOIIEMaMH Ta MIBUIKO aJalTyeThCS A0 Oi3HECY»
[1]. Primadhika Marnada rosopus: «Kanban € rHy4kuM, OCKiIBKH BiH 30CEPEIKYETHCS HA BAXKIMBHX 3aBIAHHIX
MPOEKTY Ta CTaBUTh iX y mpioputer» [2].

MerTol0 JTaHOTO IIOCHI/PKEHHSI € IMOPIBHSUIBHUM aHalli3 OCHOBHUX IIPHMHIIMINIB, IlepeBar, 0OMeXeHb Ta
ocobmmBocTel 3actocyBanus Agile, Scrum i Kanban y cepi ynpasninus IT-npoexramu.

KoskHa 3 MeTo10J10Ti#1 Mae cBOT yHIKaIbHI 0COOTHMBOCTI:

o Agile — e mapaaurma, mo 6a3yeThest Ha iITEPATHBHOMY MiAXO/I, B3AEMO/IIT 3 KIIIEHTOM i TOTOBHOCTI /10
3MiH.

e Scrum — ojHa 3 peanizauiii Agile, sika BkJIr0ouae 4iTKO CTPYKTYPOBaHI poJIi, IIEpeMOHii Ta apTedaKTu.

e Kanban — Bi3yanbHa cucTeMa YIpaBIiHHS 3aBAAHHSAMH, LIO CHpHsE Oe3MepepBHOMY IMOKPAILCHHIO
IPOLECY Ta KOHTPOJIIO HaJl pOOOYNM HaBaHTAKCHHSM.

OCHOBHI acIIeKTH aHANI3y BKIIOYAOTh:

o [TpuHumnu Ta $inocodiro KOKHOT METOAOJIOTII.

e Pouti Ta 000B’A3KH B KOMaH/Ii.

e MexaHi3MU IJIaHYBaHHS, IPIOpUTE3alil Ta 3BITHOCTI.

e Cuenapii eexTuBHOrO0 3actocyBanHs B I T-npoekrax.

e [HTepnpeTaris Ta 3BITHICTS.

[MopiBHsIBbHA XapaKTEpUCTUKA THYYKUX METOJIOJIOTIH nojana y tTadmumi 1.

Ta6mums 1
[NopiBHsUTEHA TaOMUTISA
MertopaoJorist MerTopnoJorist
Kpurepii - MeTropnoJoris Scrum
purep Agile A 1Kanban
YiTko BU3HaYEHA Bisyamizaris
CtpykTypa I'HydkaMeTomoNrist | CTPYKTypa 3 pOJISIMU i mporecy, HeMae
CIIPUHTAMH JKOPCTKUX HPABUII
VrpasniHas Cnanosani itepanii | besnepepsrnii moTik
IrepartuBne
3aBIaHHSIMUI (cripuHTH) 3aBJlaHb
3aB1aHHs
. . . Busnauaerbcs nepen
IIpiopurerHictsh Jlunamiuna BIIOPSIIKOBYIOTBCS
KOXKHUM CIIPHHTOM .
3a BOJKIIMBICTIO
IomipHa (3MiHK Jyxe Bucoka —
I'Hy4KiCTB 10 3MiH Bucoka BHOCSATLCS MIXK 3MIiHH MOXJIHBI B
CHPUHTaMHU) Oy/ib-SIKMi MOMEHT
. - MMigxonuTs amst
Haituacrime amst JIXOIHTD J1
. .. I ITPHMKH Ta
CoepazacTocyBaHHs VYHiBepcanbHa KOMaH/IHOT poOOTH B AV
IT omnepauiiHoi
JUSUTBHOCTI

B po0Oorti mpoBeneHo aHami3 THyYKHX MeTojoiorii ynpasiiaasa [T-mpoextamu. Taki Meromornorii cTamu
crannaproM B [T-cdepi 3aBaskm cBoOilf aganTHBHOCTI, NMPO30OPOCTiI Ta opieHTalil Ha pe3ynabTar. Bubip Mix
npoanaiizoBaHuMu Agile, Scrum i Kanban 3anexwuts Bia po3mipy KOMaHIW, THIY NPOEKTY, HIBHIKOCTI 3MiH
BUMOT 1 motped 3amMoBHHKA. [IpaBmibHE BIPOBAPKEHHS 0O0paHOI METOJOJIOTIi J03BOJISAE CYTTEBO IiABHUIINTH
e(peKTUBHICTb ITPOEKTHOI JTiSUTBHOCTI, 3MEHIINTH PU3UKH Ta 3a0€3MEUNTH SKICHUN KIHLIEBUH pe3ysbTaT.

Cnucok BUKOPUCTAHHUX JIJKepeJi:

1. Zanezi, A.C. and Carvalho, M.M. (2022), “How project management principles affect Lean Six
Sigma program and projects: a systematic literature review”
2. Marnada, P., Raharjo, T., Hardian, B. and Prasetyo, A. (2022), “Agile project management

challenge in handling scope and change: A systematic literature review
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